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ABSTRACT

Email is undoubtedly the primary means of communication in the present time
due to its low cost of operation and non-confrontational nature for receiving information.
However, email spoofing, a type of attack on users that makes them believe an email is

sent from a trustworthy sender, is growing exponentially.

In this study, a method was proposed to detect such spoof emails. A computer
programming script had been developed to verify whether incoming emails were sent
by trustworthy senders. This monitoring method was installed on the email security

gateway, and it had been implemented for a period of six months.

The method intercepted 30,633,332 unsafe emails out of a total of 33,106,281
emails, which was 92.53 percent. Moreover, this method was capable of quarantining
28,612 spoofed emails out of 2,472,949 safe emails, which was 1.16 percent. Lastly, the
method boasts a 100% email spoofing detection rate, and all spoofed emails destined
for the organization were diverted to quarantine center. This could reduce the chance

of receiving risky emails and preventing users from being victims to spammers.

Keyword: email, spoofing, security, cateway
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Your PayPal sccount hais been imited Email verificstion team <ksa123456@hotmailcom>

LﬁER@T'C“\ LINE.DE
P PayPal dmanargaiud 2019
: —— AnGaugane
Update Required!!

Recently, there's been activity in

sanasdenaiaudo inan Ty Y Framaasiuaa s luuil |

minaausaemlaiy idaa W Tsesthaauluyimsrans: msliaulayanaiasy ity iida

* Login here 7 < \A\
| SlealyEradAn

wantie: Sufudasimsdnaniiuitudennldfuraanud
"If this message sent as Junk or Spam, its just an error by our new system,
please click at Not Junk or Not Spam™

Si I & o= X
incerely 2azauan idydaulaandy © 2019
PayPal

5Ufi 2.1 fe813 Email Phishing

nstauinaleesiudagduiuwilufiuvuies q wagdlinisdagAnmisnising

ponulaudgldiuegeiaiioseniegiadu n1slauAkuy Ransomware SWWilduisAy uag
a a v a i = Yy oa X ' I3 = v

AlanfenalsuduaInnIsenladng uaiutueg1esana glauiendldssuuvesnaldunis

Y cryptocurrency tagliil@suayain Phishing wag Social Engineering Usginnuasn1slauf

q
'
a

AldIninenienaonliaulamedoyadiudd uazaulivaendeve loT (Intermet of
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Things) Tullaguuldiindunulumeiiissninaunsaliteunedumesiiniuluag1951a5us
YIALININMIANUaeaieTiiisane Jeyadiuyanavsetayaginadngnulusuwaziiluaigly
pa1niln viseiiundn Data Breaches wiinseviy Al as Machine Learning fAazgnuunldiialu

~ a X o v = 2 A X = | 1A o
ﬂ’]iiﬂlmLLa3ﬂ'ﬁi]aﬂﬂ'ﬁLWllll']ﬂsﬂuaﬂ@'JEJ ﬂ'ﬁIQNmLL‘U‘U Zero—Day ALWHUY Lu@ﬂﬂqﬂsﬂaﬂi‘ﬁ?‘ﬂﬂﬂ

lailasun1s Update patch

I a

lugaadianisAlsdsnnudasadenislaivesidud i ldanunsaaziasls n1s

update wazUsuUgsnsnIsaulasadeluszu IT 1udsidnduegeds nsdanisaiy

'
CY [ a

vganlaineanalussdnsinuinn1sann1sanudssnmunsay 9vinliindaanilussuuvad
wInkw1 aulugnislaudniiusegelanisnisilomIeseauvid (APT: Advanced Persistent

Threats) gihvesnislaudidiniinsatuayunioainauuiuizuia

(% '
v a

astlestunistauiinsleivesiivatedsuaziinansszau sudadeafiiiendostu
welulad weinew wesnssurunsnelussdnseid
1. guwnalulag
1.1 Firewall uag IDS/PS 14 Firewall wagszuunsaadu/destunislaufiiienuny
ASLUDITEUY
1.2 n1stesaty Malware 18TUsunsudoefulasauas Malware 7 Uoeruls
wanvangUseinnveslaus
1.3 MIdwianiag Patching SwianszuuUiURMIazmonslaTos wainaue
1.4 mydhsestoya dsestoyasdrsainauouazivluiivasnsy
2. AUNTNIU
2.1 Aneusuludesmnudasaselewesietesiunslaufiiiedesiuay
2.2 Savulevrglitulevisanudasnsofidnaunay s uly
2.3 Msfinnuuarasindeunginssanisidnureminnuiiensisaeuinlifing
T nufiinasds
3. AUNTTUIUNTS
3.1 n15EANNTANEEIAISUSE UM LI LA S ANSHIEIS NS T Ey

3.2 N13ABUANDIRBIMIANITAIF BATTUHUNSAB VAN BIMANTAIAIUUADAS Y

€

3.3 N19R59A0ULATUTLIUNNTN1TANUUADAA YD YA LELD

4. AU
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4.1 n15l4 Multi-Factor Authentication (MFA) 1l 88 ufusanunalsduneuLiia

AUUaBANY

3
a

4.2 31d9ansn1sivau TwansAsndusendnauvidu lueaaslvdnsaslunis

Y

LASTEUULANNAY
4.3 s siateyadesldinadamadisiaiiedestudeyaainnisgnalue
wIRenily
msdestunslandnalevesidunszuiunisidesdniunsedereiieualy
Ay luyndu sanelulad ey waznszviunsiiieliAnysyansnmgeganastostuse

ANANLATSS

2.2 mslaudlagn1suasuuUasidediua (Email Spoofing Attack)
Email Spoofing Attack #i18fi9n15tanANI9A1uIEUUD IalAYN1T@5 198 maUaoM

Funligumiowitdwnanunasiunieiiiuedass lneillomvesduaszgniuasuniaslig

v =

WAL AULNINLAFIN QNABY T 9 Protocol Nandi 1% tussuuduans SMTP azlusinatnnnsg

Y

A319dUAInUlA° AITUITUUS AT IdALE BIRaN19¥N Spoofing way Phishing e

Header vpsduaiingnuasuuuasiveviaanily Header vesBiuadellanudidyanunsaldlunis

M3 UN DT UAINUTDINAIIINIAINUNAINIg A DS olal NelNSARLENYTONTIRABUNIS

Laudludnuwuedagyinlaenn (4] inliludagdudaiigldaugnlaudnienisvin Email Spoofing

Y

Attack aguj

(%
1Y

nsaniiunsves lindsdlunislaufuuy Email Spoof Attack W agilvunaunis
Aiiunisaail

1. d1919veya Jlandsgdiateyaneddudmungvesny S1d¥ e d99 919
= | -
unieteluaenvesvto vy

2. #af1 SMTP (Simple Mail Transfer Protocol) §Taufazld Server SMTP 718w

'
=

Uszinm Open Relay vi3eltitayasudsdua(SMTP credentials) ignaluesn

Y

[y v A

3. @51994Ua Headers @MUz UnNIs18aLLdunUDIDLNAMIY HAY, H5U, TUN bay

Y

eXe

Wom Jlanfvzdsuuvastoyaludiu "From' iidufieg8uavesiiimdossnasde gy
HUIVINS, HAnN1sUnyTiarnsiu vseunnaduY Nguliele
4. asradendiua lagasdilemiigneanuuuuiiienuyndeie 8193zl

a ¢a o

wuutlesuingszuy Teanuninnudeyadiud viedsfihluduiuledngnuen

Y
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5. d@39waly Sever SMTP lunisaedwavasuludadimane
6. NMsaiiunisvas g andvnededwanazaiunisaunduatiuuelivin
1 a a 12 LY 1 = 2 1% :’1
iy Aanaen Jeusvianiu glasdavlasudeyatiu
7. Sudeyaveunite Tunsalilmunensuaussmundwavelivi dlaufazsuteya
wazldlunisuen, nssenarlaiievandealnavoaununtyIvionisitu

W91 Header v8¢ Spoofing Email 1131A1%131nn154 Telnet aglanaguit 2.2

From: Tom
<tom@exampledomain01.com>

Subject: [URGENT] Need help
transferring funds Inspects the SMTP envelope address:

$ telnet mail-smtp-in.l.mail.com 25
Trying 74.125.206.26...

Connected to mail-smtp-in.l.mail.com. - i
) . R t D
@ Escape character is 'A]'. ectpient Pomain

Inspecting | 220 mx.mail.com ESMTP i11si22058766wmh.67 -
Swwa Header | gsmtp

HELO mail.outside.com
. 250 mx.mail.com at your service
Recipient: Alan MAIL FROM:<adam@outside.com>
<alan@exampledomain01.com> 250 2.1.0 OK i11si22058766wmh.67 -
RCPT TO:<alan@mail.com>
250 2.1.5 OK i11si22058766wmh.67 — gsmtp
Data

Sender Domain

Actual Sender

gﬂ‘ﬁ 2.2 3wa Header w84 Spoofing Email #Bipszsainnsld telnet
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2.3 umaun1s de-5U Swadamaia (Email Flow)

ssvuBwaiinduluga 60s iei3ufin1sld SMTP w¥o Simple Mail Protocol [1]
AoUnI7 52U Internet wazlasaad190952UU Interface axunsveradudi douluiialan
syuudiuadn1sadaunaunuIsEnI1uas ssaauimas douns oudu Text Massage
Tnedaudsznoufidfyuessyuudwany sxUsznaudae 3 daumdne 1. Mail User Agent

(MUA) @9azviminimiduiasosilonnlgnuazldfnsaiudiua Server H1un191iinee Interface

Y

a v Py a = a o a X '
Nanunsaldaulade 2. Bwa Server Gannaludiua Server HENTEUIUNSNIATUNILNNLNY LY
MSA, MTA, MDA, MRA Tagnsguiun1si @A agnatidsselufie MTA 3. DNS Server

Tngdnuwaizyanen muesdunauns d-5u Buatuasdudigui 2.3

/ Email Flow Topology \
MUA
(Sender)

MTA
MUA

Message
(Receiver)

SMTP
Process

Query MX record

ransfer Agen;

SMTP send to destination

MTA
Message
ransfer Agen;

POP/IMAP

A

o

JUN 2.3 dnwagneamenmvesiuneunis d-5u g

/

WIBL519INNNSAAR9DLNA Server kalfedrinnN1sed Hostname Trinudiua Server 9ag

1%
1

91nUUY Hostname funsaatdi MX Record ﬁagj‘uu DNS Serverimﬁﬂﬂ Hostname 1211u

[y

IP Address LitaUszneliiiaTayevialansdndu Hostname 1841371 §18819 Hostname L9y
mail.exampledomain.com ﬂﬁzmumﬁsmaqms%’u—dq§Lma%Léuéfumﬂ Lﬁ@ﬁ;?ﬁﬂﬁ]’]ﬂﬂ%ﬁﬂ A
ammﬁ%a Harry 1481ua Address: harry@companyl.com feIn15d9dLualuni Jenny BLua
Address jenny@company2.com ﬁasjﬁlu%‘ﬁ'ﬂn B &497n7 Harry nsnadu “de” dua
U MUA udaiu Buaazgnasioluiiua server ki SMTP Protocol aneludiaa Sever MSA
ILATIVABUAIUYNABIVBY Address anduazdenaluss MTA &3 MTA Aazlunsiageudu

lan Internet 31 @company2.com 84 jenny Huag7ila waluniunaiawdi8iua Server
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9¢1Un539@0U7l DNS Sever Local fiou Tngagnsiaaau MX Record 184 @company2.com
71 hostname Aooglsuazegiila win DNS Sever ifayaiLfiulifl Cache faznounduly
fidua Server 1éias urvn DNS Server laififoyawarilfiagluasaasuuulan Intemet ué
Feazmounduluiidiua Server 1ilaBuua Server ddayaivaniinga agviinng Establish SMTP
session wazdsdiualugsdiua server vasr{3uBiua server vasFutiutsznoude MTA
Wuld ety MTA 9w an olugs MDA Lilov™nsa a8 ualuif uld ey Inbox vas
jenny@company2.com e jenny login WIBLUaYRLUIVNRUN TRl fignunaldau MTU
1§ jenny asnuBiuadiasunain hary@companyl.com Inefianunsaidndsdiuanu Protocol
POP %30 IMAP fil@ [5] ﬁqﬁsﬁuagﬁﬁ’uulamsLLazmmgmmaqaaﬁﬂﬁfuﬂ gﬂﬁl 2.4 UAAS

o

fegeBlua Flow vasesrnsiildnulaemlunuwinsdsdualanisileiuiua

Flow of incoming emails to the organization

Email server (Sender)

. 1. Sender sends email to @exampledomain01.com
2. What is IP for exampledomain01.com (MX and DNS lookup)
3. IP address for exampledomain01.com is x.x.x.x
4. Email is sent
User . " .
5. After script inspection email is sent to the central email server
E 6. Employee retrieves email
Internet DNS

LL Email Secunty Gateway

User

Email server (Receiver)

5UN 2.4 Bwa Flow vasaeAnslaevialy

2.4 Wsunsudmsun1siudediuavasdldern (Mail Client)

Microsoft Outlook 8311 ulUsunsy Mail Client 7 4 18 89 uanzdniu
58UV URNIS Microsoft Window u@ﬂaﬂﬂﬁﬁqmmm{]’mmi%’amﬂad’;uﬁw%aL“f]u Organizer
fidredanisifierdulfiu o wazdeyadinse §13n151991usmAY Microsoft Exchange
Server flazfifllaedifiulAvatun1ssAnIseunguvie Groupware WU n1siAnsUsEYN

nswsUALILLazN1swYs Mailbox
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Outlook Express {ulusunsudwauazayatuiindeyafndenfumdendu Internet

&4 a o ) wa . . ° | Aday aa a
Explorer &sfinnslagdnludifity Window 9n version Msviguiliivenfe aunsawandey
¥ [} ¥ 1Y a & a (% [ [ =N B3 = = [
Toyariuld witaidefazifeiunssnwiaiudasase nn Outlook Hdadlninveimilounu
Tuyne seUU 9asanuneves Microsoft MiiewaiuszuuBwanasnisdnnisteyadiusiilu

a [ 1 J v 1Y a A (% v ] | [
wespIuieIiulazitedensldny uwitaidefsnisimuluswnsulildnuiensedulusuy
galud@ Avinlvilvedwiiintu wasiduanue i Virus, Worm uaz Malicious Code @131156)

' | a [N ! a A a 1% . . [V

unsnszerIunBmalasgsieney Audesitinainnisly Mail Client laun

1. Virus, Worm, Trojan Horse Wag Code Usvaaaitgaus dnazanfudwalugluuy
VolWaAwUUIN

2. Spam fie BuwaingSulaifisUszasd

3. Web beaconing +dun15 Monitor 318 wagmineulaer l4uam3ods §udu

a U a 1 v a

WATANINTIEOUAIUYNFBIYRIBLIAAddress B lINTI

1a8 Microsoft Outlook tag Outlook Express version Eh?ifﬂ anusaUasiuaiiy
\deewine Mnanlitediumniinig Config Nignsies

n1stesnuinalget19n@1usa Config Microsoft Outlook tag Outlook Express
version LianANLEBTle931n version e azdfsntunseiaesnnuazlasniunineaus
Aatunsdmeandu version aandududsiinsvinaue dstunsulunisdeaiuiinei

1. Anmunsenen Window tuusesann http://windowsupdate.microsoft.com/
warAIsAnRg Patch Tuafidrdnye 1Wudsea

2. 1 Uansonannuudalud@ (Automatic Update) tvolasiunisdufna Patch
Tuiai

3. 1 UAn51997U Message Preview Pane Lilatlosiunisianailoninuueidiualag
Snlud® Inanisadniuy View wdaludl Layout wazliliden “Show preview pane”

4. \UANULLIAALIAUNTATIIaRU BaTIgIN Taen1sAdnwY Tools wadlufn
Options La1AANT Security tab WaAdnLdan “Restricted sites Zone (More secure)” a7
Usulidu “high” udmandu Apply way OK

n1sUesiulnduuuiienad Virus Outlook n Version Huiiliaesiilelanalunis
Uaadulvlduwund Virus Ine Default udalvldfwuuandfiuuanaidu .exe, .com, uag vbs
Wudu azgnudealaednlud® dedu nswuulidussianiaasldieg esde dmsudulng

98191U WinZip Wiotsoulunisaslvad wu FTP iDudu
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http://windowsupdate.microsoft.com/

n15U89AU9A Spam Mail Outlook ffLaasd@msuleeiu Spam Mail eg19lana
Tuns Config Huannsnyhlélaeida Outlook udluf iy Actions wilufl Junk E-mail wé?
lﬂ‘ﬁlmy Junk E-mail Options lu Option wianfaxiinistesiu Spam Mail 4 uuu Ae

1. No Automatic Filtering fie nsendntildnisiiames Spam Mail

2. Low (default setting) Aoud19ldlanan ws1zaiuazdne Spam Mail U1y
Twawne? Junk E-mail wazenaiivnsadefienahediuaiilily Spam Mail

3. High Aoud uasensaieatunisiianes Spam Mail ws1gazdne Spam Mail
Founamualullu Twawes Junk E-mail uifiduldléTionsdresiuaiinluse dndon Option
desfinismsnaeudiualu awmesihduuszd

o

4. Safe Lists Only agifiantonanizdiafiunangdei nvualinauminviity
wagzaunsoddualunamed Sunnmualisiminnewguiy Bidunslesiunfngs
winnvdendeattunisimuadFuddineu daunspstenavinlaenvieldlsiae

d@7U Microsoft Outlook way Outlook Express version Anunuil azlufidiaestiu
nsiawes Spam Mail b wiianunsanmuasiededuaiidesnisudenls lneadniuy Tools
wan kU Message Rules La2Laen Blocked Senders List

n1sUasiiu Malware nisnludiilonmuvasdwadonnudwailieglugiuuy text
555UA1 89U HTML ag RTF Wue1all Malware uradaunmenls eavldumilou plain text

P 1 ) Y oasa 1% a v v &Y 1 éjd |

sysumdalianunsainla AenhesaslinangalunislesiuldnUszasiiomantin laaniseu
nndiualuluua plain text 3015 Config lu Outlook Tiadniuy Tools ua3lU7 Options
waqLden Preference Tab LLE’hﬂﬁﬂiliJ E-mail Options WLa2La9n Read all standard mail in
plain text Waz Read all digital signed mail in plain text LLé”Jﬂﬁﬂi!@J OK

nstesriu Web Beaconing Wuweaialunisnsiaasuinduatuldgnidaeiulaedsu

v G £ 2 v 1 3 I~ = a 3 1 a agf

WaUIBge harn1nTdaUlINwaERIIN DAt UDATSe wazanunsaltlaluasimaly waliadl
lataenisldnimidng Yseana 1x1 pixel luiloaudwaniegluzuuuu HTML wiedaiifiey
Tgunlunaniids Spam Mail nenisasdmatonislava waladusnainaglddimsunis
Y a 1 a v . o Yo o 2 v A o o v
gudumsiUneusiuaudd Web Beaconing dvanansalddmsunis wuteyaduiednuglduas
LUV WU IP, N80 %38 version vaaiuusinees iWuau n1stdeeiu Web Beaconing Tu
Outlook HUunaudsil 1Ua Outlook uiAdnuuy Select Tools weiilu?l Options Lien Security
Tab adinyu Change Automatic Download Setting #a3@&n# Don't download pictures or

other content automatically, in HTML e-mail and warn me before downloading content
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when editing, forwarding, or replying to e-mail udpdnyu OK ag19lsi Outlook WulsiLn

Atiluen Default agudn

o o A

neANIIUVR MilyndoundrAyiaavesszuun1ssneanuUasndefe diui

9

a4 v o v v ¥ ° Y o aAad =% & a oo o 9 = A v vo
LﬂEJ'JsU@QﬂUE‘;TL% AdUU ﬂ']ﬁVl']m']@JsU@LL‘NSUWWWW'&@"UQLUUﬁQWﬂWﬂﬁUyIUﬂW{Lsﬁ\ﬂu@L@Ja LﬂJ@‘l@Ii‘U

= A al s 1Y & v a A A v K a a1 < I !
@LN@VI?JIW@LLUUN']@']EJUU aﬂLLNﬂ%NW%Wﬂ@LNaWL%@ﬂ@I@ LLWﬂ@umﬂ%LTJ@I@'WUUUﬂﬂ'J{LWLLu&LQﬂau

NlndwmaniuliihSa v5e Malware duq aeiu Weoldsulnduuy Amstuiinlwdlinlnawmes

a v

duilulylnamas My Documents L oaaanlnainesdaulug Virus agldidugm3udu

Tun1sunsnszanedites wazlumslalndwuunliaianiiinasle dawinazda1annaunsan

Y

LNz alnd .doc waz xlsIWdan 9198 VBA macros M 813vsunsieliduszuunle

andudealalidimarinestanisldanuun Macro Wswnsueanilaney Asiinisnsiaaeau
2 a o A ¢ A aa a caa Y ) I3 A v v A v | &
aegudiannseiind usefaneadnuuaasniuinseuniulausynnisuls wisliuulainlng
& oA A A 1%
WIAHULNNLRIT DB LA
nstesiulsalusunsudesdiulisaauisagiedesiy Virus, Worm, Trojan Horse
wazlusunsuuszasnsneaus 1o uanmasiimsowanlisadniuaesiiuuszan edstpedunii

aznilangs wetlasiulisadilmig noenuwendwislesiulalmly dulngazdmanliis

'
=

Tnedalusid uazasiuualiinisaunulidvomnluszuuegiaies daviasvisadaduiy
goriwtosiulfausiveasnaunuduaiisudin uarBuaiidseontuls fufunoufiay
THaudiuanisinsindalusunsudosiulaga version diganou ilesanlifanarsving
unsnszanerunsBluaazilusUiuuvedlwdfiuuuin viooreaailiuaniudienagniuilonld
UneuBiua

Fnian Microsoft Outlook was Outlook Express dn15swinnnatonssluunazy
WiouFuuadiduileridu Ynveslud uaznsdestu fnwinnuvaende aunsonsadeuuas
A1 Iuan version a1 ALAT  hitp://www.microsoft.com/windows/oe/ it ol uuladn
Outlook uaglusunsuoenfiad uq duidu Version a1qn fauisansiaasuldain
http://office.microsoft.com/en-us/officeupdate/default.aspx Vivle m‘ﬁywmmaauim

(%

dnluiAindionnandndgy wazowaanuuziliiagsoli [6]

2.5 A1591A512% Header ¥a9diua (Email Header Analysis)

a I ] o w a = Al dl' 1
2L Header L‘UU’ﬁ’JUﬁ']ﬂQJJ”UEN’E]LN@‘NU?Sﬂ@U@I’JEﬂJ@yjaWIiﬂUﬂﬁiﬂ@aqiigﬁ’JN

A server WagAlgunIalilddwaziudiuanisinsiendiua Header @11150918m533a8Y
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http://www.microsoft.com/windows/oe/

' ' o '
¥ a o W

Toyanddgludwals wu Jdedius, §5udwa, Junainds, anuiids, sraunsalfldddua

I t% v aAa v v v A S ] = =
WUAY 9UBLNA Header mmmm%mwaauwaﬂgmwUWmmiﬂaammgﬂqmummma

NINUAYDID LA Header Wiaw11a35n15landwazwaumatdalutdastunisuasuniaddiua

Header vo9%{liniaf

Message Details

Received Time: | [ 2022 14:45:17 (GMT +07:00)

MiD: | [
Message Size: | 5.75 (KB)

Subject: | [Outlook junk mail report] ALER;I'! I'm hacked your computer and stolen you information!!
envelope Sender: | | NN | Vicim's Email Domain |
Envelope Recipients: _ [ Victim's Email Domain |
Message D Header: | <, - >

SMTP Auth User ID: | N/A

Attachments | N/A

s s s Ry

Reverse DNS Hostname: | (unverified)

1P address: | [ NN

SBRS Score: | rfc1918

=

5UN 2.5 §79¢19 Email Header veathgauiguiauvimilangnlausang Email Spoofing

846" mail_logs

Ul 2.6 §9E119 Payload o4 Spoof Bla
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2.6 N15ASIVFBUANELTURINGA (Digital Signature Verification)

nsasavasvaeiuAineaiiunszuiunisiddalunsduduaiugndesuay
amnuidedevesenasnieteyaiignasansiduiineadefdarsisuzvesanuufines
(Digital Signature) Fufuniseseaeviidevinegesyiasy Y edestunsuasuulamie
nsudlvdeyaiiasansifunineaudn fupounismrvasuaeifuiineaunddisdl

1 yheanudilandnnisvesareiduidnea ansdufinealsznauniedaya
vpalenansuaratsifufianeaveayasuny 4gniunsiudaneiiunadsiai easns
aoduiines moduRinoaauisaduduanugndewarauundedevenenaraiiion
liwAsuudasuazlignuasuudas

2. Sudeyalenansuazanoiduiinea Tunsdifildsulonansuazaeifunineasindia
viounasdus msifuteyaenansuazaneiduiinoalilusuuuudeyaninea

3. AaaeUATIANYsalveslenals Fewmsiaasuinenanshignuiluvteluasuntas
laq ndsnignasanelduianea

4. afinaneiufInes argduRlneauiueninnugnAesuatena1sAITANnA1ELTY
Admeasanmnionaaiieliludunousoly

<@ a P Y <

5. uduaeidudnea nisduduareidunineavilagliAdaisisazveulaiuny

A Y <

finoa dedldsaneifiunisduduareiduiineaiiensasaeuinaisiduiineagnainelag
AddusvesipsnufidneauazndimnugnaesmnasnnsgIuisesiu

6. ATIVADUANINANNANYTAIVDIABLTUATNRA TIAdeUIITURTneadng
fanuauysel nglsifinsiasuulasFemadenns

7. asaaeulususesRanea (Digital Certificate) ((73) Tuunensdl aneiduilineasia
uwieufuluiusesidnea duduenasisusesanugniesesddasisusvesasuuiinea
msnsaaeuluiusesidneaingnasmeifuiinealagesinsitieie

8. M5I9ABUAINLYNFBIVBIATANGITUE ATIIFBUAIINGNFBIVRIAT AT T
nsafatsduiines lnensadeudnddarsisued gnifvlussuuassusuaglign
Wasuuvag

v

9. M3EUTULDNANT NFIINTMTITABUNNBY LA NUT I8 URTnagNF DY
EnsaduduenansindianugnaeuaraNuleie
nsaTvdeuasiuiIneaidunszuiunsndudeunazdosiegisszdnsy Taie

Jasiumsvasuutasuaznisunlateya Tuuiansd aueiadeddgendwisvseuinisesulal
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MFgmglunisevgevatsdufdneaiuiy ieliiulalumiugnissesasiduiinea

o v
BhAZERNAINENYIVDY

2.7 nMsns29daudedlnilaelyd Sender Policy Framework (SPF)

Sender Policy Framework 58 SPF 1 unnasnsni ot ld@1msun1snsiadeu
ArmgniesosBiuafidseantnain Domain ludatiug tnednsduianldoulusnd 2000
wagldfunmsslud 2014 [8] Whvangves SPF Ae letestunsuasunuasiifeadostu
Domain BuiadsnaligFuausanmadeuiidiuaiildiuinain Domain duq Wudiuafigndes
MNEas (senden) AlF3UBYy MU Domain thiq w3l

SPF ¥i91ulaenisld Domain Name System (DNS) tilonsiadeuinduaiignawuniu

v J !

11970 Domain lalngasdnsuie Domain fivestidzdosimunsl SPF luszuu DNS vesmy
WiaLdumsszynemseugymdmiudia server Aifldrunadsdiualuuiiyes Domain g
dledluagnasludsdiua server war3uBiua server a3Aa518A13 SPF iogflu DNS
record Y84 Domain H&wnaTivaey mnesansialdaunsal Email security gateway 111v1n"s
Annsoediuaneudludediua server gUnsal Email security gateway Fagvimidiilunis
M339d0U SPF record
mimafﬂaau%m’maauﬁiwmiaum’m (allowed) n38318n15Uf4és (denied)

=

nnmualily SPF record Y84 Domain {d¢ 89110 IP address Y84 Server Ndedluansafiu
ey nly SPF record agfininduduaiigndes waz Server voeK5udrsudiuailuazda
soludldunely Tunsdlil IP address luassiusieniseunn aztiolnduduanligndes

wag Server YaeKTUaNsaUasN1sSUBWaLlA
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<mechanisms> <modifiers>

Ul 2.7 JUlUU syntax Taeviluves SPF

a mx ip4:192.0.2.1 include:example.com -all

g‘l.lﬁ 2.8 $78879 SPF record

Tngau13005U18 Mechanisms usiazs1en1ssedl
1. "v=spfl" 58y Version 189 SPF 4 ludtilde SPF version 1
2."a" syylsinTiadeu IP address o4 Server flAgdoeiu Domain Aifvualilu
SPF record # #savaynwlfannsndeduals
3. "mx" ssﬂﬁmmaau IP address ¥8¢ Server ﬁiz‘lﬂu MX records 484 Domain i
Feazounnliiannsodsdiald
4."ip:192.0.2.1" 524 IP address ¥4 Server floygnlidsdiuald snded gy
192.0.2.1 Wy Server flansnsadsduaiigndfesdmsy Domain e
5. "include:example.com” 53U L 81 n529a8uLT euly SPF91n Domain
example.com wagldiuleune SPF 910 Domain Sfudunisvesulaute SPF d1%U Domain
UaqUu
6. "all" fdsil Ao Mvuadnd1dadideanisds lisudoula SPFlng Werue
TUfiasnsdsdwatuluiudl Tnsanunsosivuada Modifier Gl 3 sUuuy
1. "+all" fo oy wld Server fanunannsodsBiuald
2. "all' fla Ufias Server avmmsnifuiongmelilasdniau
3. "~all’ Ao Soft fail ¥uAdsmaneIdmnudss asduduailivasnds
leBiua server fBwaiifesds Aaidngiumeu SPF Inefitunouuasnszuiunisdel
1. @599@0U SPF Record lme@1ua server 9@ 4 SPF record 910 DNS (Domain
Name System) ¥83 Domain a1 dlua
2. 751940V IP address laefidiua server 93529801 IP address vaanuLaadi 1y

d4994a
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3. A5IIABUITIYNITOUYINDLUA server IEMNTIVADUIIENTOUNYN (allowed) Tu
SPF record is¥yin server filtdsdualduaygavielil

4. Server g 3udndulanissunieuias 1ngd19899MNHad NS U0InTIaEdBY SPF
611 IP address 484 Server AT UTIENITOUYINDLUAITYNEBUT ULAL A 0 o lUT 98 Tu
WAt IP address linseiusieniseunn e1agnufiasuagliinindeludaysu

5. M3dansnanisaTaaey fiudwasansodmuaulouglunisiansiudiuailsl
H1UN15A929d8 SPF Idmudisiasnis enaasdunisdealiBiuagnasluds Junk Buanie
nMsURiasmssuBamaiiuTiavin

6. dsBuandsaninuduneunisnsiadou SPF uagnsdnnisnanisnyadeudiua

@ o

wgnasludaisurseuasnissudiualunsalnlisiunisnsiaaeu SPF

Sending Organization’'s
DNS Server

Check SPF record if
Published mail server is authorized Rejected - Mark failed
SPF > for sending domain %{1 email as spam

Record

0

& Pass on Valid Email Your
> Inbox

0 Sends Email mn---0
> ==

- Q ni =0
Sending Email Recipient’s Email
L Service L in Gateway

gﬂﬁ 2.9 Standard Framework 489 Sender Policy Framework (SPF)

nsld SPF YrganAnuidsandwalzgnuasuiuamsegndwnan Server Nlilasu

aunM 1nglANUNTINLSUILAINNTINTINEBUAIILYNADIVRIBUALALD198991N SPF record

Y Yy v A

N5eylilu DNS 989 Domain Aunis vligsuanuisasinaulaineniunisdnnisduadinala

Y

o w

pgliuTEANE A NUATNABY vIlA SPF Jumsesdiedrrnlunisteatunisuasuntasdinauas
n13 Phishing %qLi"]umﬂwamﬁLmaﬁﬁi’ﬂaaﬂﬁ;ﬁuL%aﬁudﬁmmﬂaaﬁ‘mw%aqﬂﬂaﬁmL%aﬁa
Y oA Y & A ~ ~ 1 | v | o = v A
wiwiasawdndudwaneadianuldd wu nsuluedeyadiud viensuasnatsliilaiueg
Toyafidu eg1slsinny Anududouresn1snee SPF wazn1sianisnan1snsivdeuluediv
wlgunguagnsmuuaaadlaggauassuu Blauare1awansinesiulununnudenisiag
Wleu1eodaaredAng gauaseuukasldauduanissuiineliunisdean SPF uavuleuie

Y

A15INN1SVBIBIANTVBIRUL B AL saTpanuNSUaRLwUasdwalnag19Tlus AN AN



2.8 N15As2vdaUYRNlNllaeld DomainKeys Identified Mail (DKIM)

Domain Keys Identified Mail %38 DKIM iJumnalulagnisidundnanildludwalag

o

Iosunmsgul 2011 [9] WeBluagndseanain Server vasgdsazgnidusisaeidunfaniad
\19Waldlu Domain vo{d s i SUBluaaIN150ASI@BUAILLTUA DKIM 41l 075298 0Y

AugNAearANUaenadevesdaninatedudiligndemisviany eraludygyin

=

$Buaatiutueradu Spoof Email Wi Fraud Email stuneunisviaiuees Domain Keys
I dentified Mail (DKIM) figai]

1. N15A1MUA Key 191989 Domain (Domain owner) 388314 Key d15un1sidnsia
Ainea FeUsznaudie Key @155z (Public key) way Key d@ud (Private key) tnevialuudn

Bl server 3g5035UN5a319 Key ianillilagsnluilf

1Al

2. WN51anInea LilediwagndsainiaTesdediua server by Domain Mds Package

v v Y = <

Toyavzgniisvianie Key dusa (Private key) figniaulilu Domain dana1n lagld3snns

Y

WsHandmoald sdns1sae LN ods19at8d e dmea (Digital signature) Uy Header

DKIM-Signature ¥03dLua

Sending Organization's
DNS Server

Check if DKIM public
bli key matches signature Rejected - Mark failed
Pu :]5‘1 DRKIM on email email as spam
public key

|
{0

Send an email
M 0 signed using private key Your
[t o] —3 [umn- _— > Inbox
[ii—0] W 0] ) — ® Pass on Valid Email
— T T based on Spam Filter
~ Recipient’s Spam Filter

Sending Email \ :

- . Email
- Service (%) Gateway

gﬂﬁ 2.10 Standard Framework 984 DomainKeys Identified Mail (DKIM)

3. sdsBla BlafignidsTiaRineaudiazgnddludidiua server vasFu wioudu
Header DKIM-Signature #ifla1eiiof3nea

4.M3INTIFBUALNDAINDR BLUA server YBINTUALAY Key a151504¢ (Public key)
970 Domain fidsBLuaun Lﬁ@lﬂﬂumim’maaummgﬂé’faw'eNmaﬁaﬁﬁma lngn1snensid

S?Jjauuaslu Header DKIM-Signature A78 Key @1s156dg
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5. N13RSIARURNITILENT Waaellendneagnaensialad win13nsI9aaUin
ToyaluilomvesdiualignuilunioUasuudas Ingldivatia Document hashing #5035n13

duq MAgresivduilomvesdiuansly

2.9 MIns2vaUBluIlaelyd Domain-based Message Authentication,

Reporting, and Conformance (DMARC)

Dunasgruiieenuuuiniedduaieauindefowaraulaendelunisdeans
maBuadmaaeunsliandus® 2015 uagldunssusesnassulul 2015 [10] Tngianng
agdsludesnistlostunsUasuutasdiuanaznis Spam Siua lng DMARC T38ALEA13N50
Y94 SPF (Sender Policy Framework) ag DKIM (DomainKeys Identified Mail) 1910 28U
\eliulsrans nmuazainand efievesnisnsisdeunisdsSiuaves Domain Saduneunns
¥191uw83 DMARC Usznausiedumeusellil

1. 1156971 DMARC 137983 Domain (Domain owner) a¢44#1 DMARC Record e
fmuauloung DMARC Adenndosiu Domain ¥89nU 1 "reject” (Ufiasn1sdsduailaisu
NNIMI9EU) 130 "quarantine” (dsluds Folder ﬁLLaﬂasﬁdemim’maau) FIUDININUA
emsioyalidsdualunsdiiiunminivaey

2. M15ATI9A0U SPF 1318 server U9353U 18M59988U SPF record Ll ansIadouy
118\wafiune1n Domain Yuq fanslunisdsduwansela lnewSeuiiieu IP address vasdiua
server fusnensiidmualy SPF record

3. AN3M3I9@0Y DKIM Blaia server 9gmsIaaeuaneilonaneaiioglu Header DKIM-
Signature LﬁamnaaummgﬂﬁawaﬁLmﬂmai%’ﬁémmimzﬁlﬁ%’ummﬂ Domain

4. N3A59970U DMARC 1A server 9¥m519@8U DMARC record #iilaglu Domain
Yo wagdiunismuulovneildimun wu Ufasnsds (reject) vieddludilnameasien
(quarantine) Imﬂﬁﬁuagﬁuwaé’wéﬂﬁmwaau SPF waz DKIM

5. M331897U DMARC aninsnadiissnuiinussdeyaiisafunanisniiaaeues
Siauazdslualdimmunls eliidsdmansisadfuardoyaiBednifsriunsdadiua
9710 Domain Uadnu

doswanutunounarives DMARC avanunsagaelumsdosiunisuasuutas

a a a Y oA A & a ' . Y
allallae Spam E)LllaLLagLaillﬁﬁ']ﬂﬂﬁnlluqL%@ﬂfﬂurl’]iﬁ@aqiwqﬂaLllaiz'ﬂ']]']ﬂ Domain VLG]
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2.10 91U NMNYIVDY

Hang Hu wazamy [7] MsUasuuvasdaiutunsudrdlunslan@wuy Phishing

[

lnefidlaufneviraduypnaiimdeidnuiefimulingds winseimntuddivsnisdiua

v a [ [y

Afsnundgiuauiimefidifgiun1snsiadunietesiunisUasuutas wdinagneey

< =

ARAUDBNLUULUINIATaIR UL Man8TAnL srudanmuldsiameatasdunisUasuwiad
(WU SPF, DKIM, DMARC) uatlaymdrdryaelusinmeanesunisuasuulasdeldiduiiunsvane
wazinuld Tngnnizeg1edsdnsulusinaea DMARC Tud finnsunlulddies 5.1% Tuunaiu

dismengunaziilamanaegidemannuanannaill snsiniseeusulusianeainanil

4 a

nstesiunmsvasuuwdasdiuamani wiaifunsiseusisestliugguaszuudiua nandu
#1199 913U 9 a1t ievihaudilan1ssusvesmnsielusinaeadeiunMsUasulas

HaansveLTandbiiuIguassuudansiusasinaiieiiugaseuniunaialy SPF,

a ¥ a

DKIM waz DMARC fignunsaviliiindeRawanalaine (wWu n1sudeniigndessunguunsdisa)

Y

'
2 A

Hauaszuudwaldeinnisiilusinaeaunldludagduuin duusindrfgyileaindeunnies

o
£ o

vasluslnnea dsgalanazaiuviimelunisidnuaiatuegdvdanaiil nadnsuumedas
wmsefwansenunansedeanuuuluslanea liusnsBiuatasdly wasuuimiensidy
TuewaaiveussmieAnAUINMTUaeNLUABIIA
[ a § 1
J.Ramprasath kagame [11] ANUUADAN Y08 UNDIIIAYNANAINDY19TULT
nMslaNAN1IRUBaTsAan15¥ Phishing Bneghsuilsuulandumesidn nsyuiunisunia

vseUasunlastayardsiua Phishing fimugianguuinaiuisaluvasunlasiiemludiuanas

Y Y

'
=

lasaas1slaesanvesdiuale Email Phishing iunislaudnislaivesuseinvvil efloud

a \

dadwangmilouanduunasndedaldluliisuvatena Inevaenligsurdndsifidudunsie

=

wislvidoyanavidensau LWy svaNIunIonuIglaviaTLASA® AYInNIenEanYas Email

Y

%

Phishing sinazidunsiiniadeya/deyatiazidenseu uazinsnszas Malware vi3evaonads
Wi aden135alaidu N15935335U Email Phishing Ingldn15158u3v09 Machine leaming
Tnedesvinsfinevsuluinauugndoyavualugifia Email Phishing uazBiuafignios wéald
Tuwmasuifiousnussnndiuaridnfdudiualusuuuy Phishing Télnednluifuasusugiun
Batu

Sourena Maroofi Waganiy [12] Msdsdiuavasulagliusgleviainnisuasuudas
Tawudumeadamliiglandld WesnanddlifununstestunsUasuudasdiuaiivanzas

A ° oAl v ° v a R A ° Yo &
w3ednsAmunai bignies vilinislauduuy Phishing nieauduaiuisariiladnsa
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luunaud 1513sUssiduvauiunved SPF uazn1sUsuly DMARC Ingldn1sianaainteya

¥

yuelngitisnsinseensuinlansenisaunu 236 dnlawu uaslawudisidodssgdlu 139
Usgina dusldihnmsAndusanesfindmiuszylamuiiameadouiionstestunagiulam
fifinnsdiarnng SPF firmusdilignies Tnenissiass SPF check function iswinsrsun
Tuinavassanautunlmidundun wasuuuaesiifstesiunmstasundaddauugos
wagiiauedsnafiedesiunsasuuvadlawy FadunsuaumaruuurdfUaTdety
dm3un153IAn1sUuin SPF uag DMARC uagdtas1eyin1sdudin DNS ludiuveinisiang
iazuandliiuinlawudnlng fvunding SPF uwaz DMARC ligndesdaragloielaud
annsadediuavaouludsfldlddnia gavieiisazseanunmsudluwasnanszau Tnons
thiauerafildfuainnuddeluda CSIRT Afuiinveu Feaziidoyavedlaumiilifunansenudsly
WleUsznounsngIvaeue

Nisha T N wagay [13] Business Email Compromise (BEC) 14 u??n’liﬁlﬂﬁﬁma
asnartesAnsuazy Tanlddudsiemunlagldduagsiaintnnuldegdliseinge T
nansieAuTeitunslaufimsuBiadiedsnsiisondn Business Email Compromise
w30 BEC fiamnsaszyuazdanuiamyniiag Iiduiuszian Tdun nsdelnsmes CEO,
Tasenslundani vasy, n1sussiUssuauvad, msLL@‘Ué’N‘Uqﬂﬂaﬁlumawmamm
wagnslasnssuteya nsideyaiuluinisduninedaiildd iy BEC madanisnsiadu
fanansadanldlunsudlonisland uagfumanpsnsusieidululdlunstesiunisloud
WUy BEC wafladdgiirlanfuazenvgyinsldlunislenduuy BEC sinaziduinmsiAuteya
Usziuaritddwaindy walanisaluedoyavssidinuianaiagiag wu meda
fifeadestu Phishing wasinpfiaiieatasiu Malware afiafliizidasdiunisvin Phishing
9195708915195 N190199 19U 9InFIALAEATY IWa PDF HTML w3 ausn1sladd lna
N1375293UNTLAUAA NG TN ANA18TT 1Y AIMeNUTTLANNITESULUY AIleN

USELAML LN ALeNUSENNTDANY AanUSENNEN 9anasnummwenusewny 3 BEC-Guard

A 1 &

fanunsofndaiiofnmuisnisvanild matuseuasdeduiuiimslunsmsiatunisasy
wdasiovasUssiannisiousisyanad uasdesdugtegdsiudeveanineu mnsnisnould
HuisiaTaed ululdlunstdestunisTanfives BEC duusiusn waznstleafufiaiand vy
unsnsneulAfdoyrainsiesdmiuseuy wmsnissuliodrulngild leun Tusunsu
nsineusukan1sTUImalianislaudves liviad nsineusunislauduuy Phishing nsld

SPF, DKIM, n1stasniunisuasuiuas DMARC Laznatan1nsiadeuansoua
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uni 3

ASuazvunaulun1snieg

3.1 \n3nsilefildlunside

1. Email Security Gateway fia szuufi M@ utiostunassnnisaulasn sy
vfiua Ingagnsesaudy, asrvaeusiauasd, uarllestudonuvasnars iiielvinisdeans
yaBuavesesdnsvidegldnuiiamuvasndouazidedels

2. 81ua Server fie AouR UMD ISR AvIvINAdansuazdsBiua sevinads
wazgf5u Tepaedifledduluniaiiy, ds, uazsudomnudiua wazenafiindesilouiududmsy
nsinn1sAUUaniy wIen1snsosanluluszuy

3. 3la Client Ao gouduasrsouaUnaTuilddmsun1ssnnIsaiua sauaanisas,
$u, 811, wardafiudeniny ueundinduiazynaidoudetudua server lngldunsgn
nsdeansfinavun 01 SMTP dwmsunisdediua uay POP3 w3e IMAP dwsunisiudiua
Megewesdiua Client leun Microsoft Outlook, Mozilla Thunderbird, uag Apple Mail

4. SSL VPN Gateway Ao gUnsainsewonduidildlunisasrad ousa VPN
(Virtual Private Network) Ta el SSL (Secure Sockets Layer) 15 ® TLS (Transport Layer
Security) Wuluslapaalumsidhstauasdasiutoya Matifieligldnuaunsodifs resource

¢ I a s Ve i Y] A A Y
ﬂ']Siuaﬂﬂﬂiwr]u@uLV]@?LUG]EJEH\TU@@@J\EJLLagLsﬁaﬂ@‘l@I



3.2 A5 lun15ALUN15I8

/ Internet Yeazunsupluuunistanuuuudadu \

Email Server Fram

Email Security E

Gateway
Client Email

'
Firewall =7 > E
A
v =
K VPN Gateway /
/ eazunsugluuunisiadeuea T-Antispoof Algorithm \
Internet
Email Server Fram
Email Security E
Gateway a Email
il N ient Emai
Firewall E
h
<f>

\ VPN Gateway T-Antispoof Script /

U 3.1 lnezunsuguuvumsnaasslaglaisl T-Antispoof Script

INNIYILYeUnIaiUsEAn Email security sateway tutlagdundalidanunse fn

wendiwad i ulssian Spoof Email #5e Fraud Siuanieldlaseasef ugiuniedu

v Y]

(IT Infrastructure) TugUwuuiupnssiuluwsazUssmeasinfsodiniumalulagnliaunse

'
a o (%

yunaluladaleluduusuldiuseuy Infrastructure TuaeansNdaiidnwuzn1svinauduluy

<

Hybrid nanafAe ﬁﬁ%qﬂmaﬁﬁmu technology WuUULAY LLa:ﬁqUﬂiaiﬁLﬁu technology wuulu
fidewheusauty udTeaduisddviins@nvinasiaun Script Wi olfdiua Security
Gateway ausafnuensiaspoof tinelddesiiai
Tngazyinis@nwinisidaudiuaveesdnsuimdanelddatanisuinsauves
$sunalutsemelve Fadsldszuunsiudediaiduuuy On Premise n3aUUU Legacy 13
$udsdianinnd 100,000-500,000 atiusietu uazilifldaruannndt 10,000 User ansavaeou
wudngldeuldsudmaiduussian Spoof Siwande Fraud Swaifusuiuinn wazaine

Hansenuiugldauluuiesefieninaissreuiunesiasu Virus Fersniuenaiswuuly
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duavilviglinisfaunsadndadeyaluasesreuiiuneslalunn Folder wasinnunisldau

Internet saudidlasianulun1sYIgINTIUUL Website #1939 8ndiag

3.3 WANNI51191UYBY Email Security Gateway 53UUNISAALRENWAUNEUNTA]

Email Security Gateway

n1395294U Spoofing Bialuilagiu yildlagldgunsaifi3endn Email Security
Gateway fiflanuausaniadun1siawen Swadilduilingdasie Jadiamuwduglunis
danondiuaiiidu Spam Buialéfis 0-90% 8n10% Mivde szutadu 5% hiaunsnszylszinm
1§ dawdn 5% seyussaniin wasdavuhanuainsnvesgunsniilutiogiudliannsariinsg
Faunendwaiiluussnn Spoof Swanse Fraud Bwald

FEUUNISARLENSauugUnsal Email Security Gateway (ESG) Wudaud1fgyvos
Tnssadesnwanudasndedmiudiuavedasdng seuu ESG viuthiinsiaaeuuasAnuen
SuanietlosiuduaiifiarudssdedunsennnadhdssutBuavesesdnsvownm dafuns
¥9UUeIEUY ESG Siduneudail

1. fudwariiszuy edwagndsndudininesvesesdns syuu ESG WwSudiaiiu
LUNTEUUUDINU

2. ATI9ADUINIUR (message header) Uadfdd s¥UU ESG 9gnTi9@8uMvav0ediua
wazdoyardaiiensimmayanavesdmaauluviedmaniidnuazvosnslaufuvuneieny
VRONANKIU

3. AsvdOULoT YU ESG avannuieniveddiua wu ilemderuuayividuuy
Wonsiamha, Taud, vieduriondmnlusaiuleiidudunse

a L2

4. A529@ VAN YU ESG agnsaeviviluduaiiionsiamasinersihlugiiuled
wuudelnmieliulednifiniundes

5. @5190UNN 93UV ESG 8139398d5190UNNUBINI1TATIVE0ULAZNITNTZIIANE
fifentosiudua deoragnibluliluminneiniemsnsvaeuanuiasndsluounan

6. M3sndule vdsnasaaeuyndeyauazdausnmanszyinidululy svuu ESG

szAndulasein1sdnnisdalionanuneniudienissu, Uas, nsenisdsludinaesanmung

YUIIBETU
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7. MIuufouauaszuy lunsdliseuy ESG asranunsasiiinnnulasnsiense

¢ Y A % = va v = vy o a o
anun1salnadsaula szuvansaudaAeulalasruuns e leMigIteieliiin1sanlun
Wgay

8. dansivBuaiiasranuindudunsie mnasianuindwaldudunsie ssuu ESG
a11150%11N15UA9N, AU, ¥5eIANSIuNIBUALUlEUIEANLUAANEYDIDIANS

9. dnnsiuBaaudy TunsdiiBuagnasranuinduawdy szuu ESG awnsauden
wsognasludalawmesawluiielifouandligSuimu

[

10. Sufinuazadd sz ESG annsaduiinuazairsadmfadunisnsadeuuay
nsdansduaiioliiguaszuvanunsafinaunasiinsizvideyaiiiousussnnuUasass
Tusuan

11. Jeaffuauuy szuvaznsesduailfuautueenly misildlideadsnaidanis
fudwavey

12. desrusauasuarlada mndlnlduuuvdedsiienaazidusianivielada szuu
ATIFRULALINAUIBAUREN

13, Josruilvdsuazuenuiiniiieados Bwaiinersudsdoyadiuyananiedoya
Yoe0eANTAEgNAnAULY

14. pyugunsdniedoya annsatiestunisddoyaiiddgmioavidunseusenain
saAnslaglallasuounn

15. U%ULUﬁauﬂgLLazuiauwa 'ﬁswﬂfﬁﬂ%ﬁmm§ﬂwsju1uﬂ1§ﬁ§’uLﬂﬁauﬂgLLas
ulsnngmuanudiduniesuuuuvesdiuariesdnssesnis

16. annsyveadses Inun1snsesdluaveruardiuaiienvvzidusunse vinld
gunsnannsEvendiiiesiunisdnnisieya

17. s035unisUiifanudarinue annsodsassuulvanadesiudedmuanie

UINTFIUVDIDIANTVTVBAMUANIINYVILNY

3.4 ATNIINVDINTZTUIUNITEIDLUA

(%
N v A

1 <) a ~ o/ 1 ¢ 1
nszvrumsdsdiualiunisivavesdiuadefiugnuseuianiugunsal daiugiensil
1)n155u WegUnsalieuseiuleadszerlnaiiosudwaiinun gunsalavujUanudemmvuni
Avuakazulouignsfunimuald Wy n1sassaeuileadauisadediualigldlaniely,

madsdudadniansleusediuasindiindeninu waen1snsivaeulsuresdeniny Wudu
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2)f191u MsvinuvesgUnsalussnadiuadiLazeenaun s lavalegULUL WU n13nTes,
AN5AWAUSI8TD Blacklist kazs1ede Whitelist, N5akNUdLNA-dwUukazdLlatawnIs, AanTod
v LY v YY) < % 1 d" 6 4‘ [ d" 1 a

doyavonidwinseudienn wasmsindu 1Wudu 3)n1sds iWegunsaliveuseaiiiedidiuasenly
fuazUfUinudadnianisdaasulouisnisdainuuald wu n1sdsduiindiinnisiiouss

199nkazNsUSEINaTaANUN a1 0dIleRLARYUS

35 nszmumsv‘hmu%m&uamL’JET
ANAUAIATUNISTLAAIAINTINYDIITNITUTELIANIUTEUUBIE Aaumn1sTudelues

nsuds uiazAuandignuszanaaduddu @1nuuadlias) isanansavegeunsfimuam

dIQJ = L4

Tunszuaunistlngld@1d s Smtp command 7 Cli 1 #a8uatnatig 1ag Pipeline 994

o ‘:4 3 d' a = o &
ﬂ'ﬁgU’JUﬂqii‘U@LllaGUEN@LlIaLﬂWL?UQ%LL&@QIUEUV] 3.2 LLagﬂiqﬂagLaﬁlﬂﬂqmabLUu

(Receive SMIP connection from SMTP server.)

‘ Action s
A Rei TCPREFUSE.
oni‘;ﬁ{ What action does the Host Access Table (HAT) indicate for the SMTP connection?

¢ Action is Accept or Continue. t:;“ b

| “Add Received Header” Listener property is processed. ‘
l

v
| “Add Default Domain” Listener property is processed. I

|
v

l (Outgoing) Envelope Sender address is tagged if Gsco Bounce Yenfication is enabled. I

E

[ {Incoming) Envelope Recipient address is rewritten according to the domain map table. I

v

No, Reject — -
41{ (Public) Does the Recipient Access Table (RAT) indicate to Accept the SMIP connection? J

l Yes

I Envelope Recipient address is rewritten according to the alias tables. l—b

s

Do the LDAP acceptance queries indicate this is a valid recipient? |

¢ Yes

Does SMIP call-ahead recipient validation indicate this is a valid recipient? I

I

4# (Incoming) ls this a forged message according to SPF or SIDF email authentication? I

1
T

T
T

v v
(Drop connection.) (Accept connection and process message in the work queue.)( Relay message. P

A Reject recipient. (WG——"

5U# 3.2 Pipeline N3gUuMsTUBavaBLaNnIg
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1. gUnsalduanaiganidunisnsiaaaunassy SMTP Packet 31n8Lua server
(SMTP Server)

2. gunsaldanangaiiun1snsiaaey SMTP Packet ngldulautanisiu-ds
SMTP Packet 97 Host Access Table nanansafiansaniudiualeviels Tunsdliisulsidng
nszvaumsonly Tunsalsuladla azviinns Drop packet

3. gUnsalBuwainanddniunaifia §3Uli7 Header wazdwialudsnszuiunisdaly
V84 Listener

4. gUnsalBuanandafiunisifia Default Domain wazdseludanszuaunsdaly
Vo4 Listener

5. gunsaiBainanddiunsnsanasusds lunsalfiiiuleuts Bounce gunsal
svAilunsinip3esng Bounce Tag

6. gUnsalBlainandiidiunimsaaeuiiunnmenguiunazideildiueynyn

7. gUNIaIBANAEALTIUNITATIFBUATINGUETU (RAT) D19naasaiiunisiu
wagassialuganszuiunisinlives Listener d1ligneas Drop Packet

8. gunsaidwananddifunisaseasunazidoudovesiSulmiialmdiulatu
nshauvesunsaldwainandluitedall

9. gUnsaldwainanganiunisnsivaeuysulndeylu LDAP Table n3aliand
Atiunsunazdsialudanssuaunisialives Listener dliignsias Drop Packet

10. gUnsaiBanandiiunisnsvasudiuaiigndsndsssuuvesnandudiua
figniesuazgnduniuFuiidegaidluszuunielyl d1gniesdndunisiuuazdsaluds
nsrUIUNSialuves Listener flaignas Drop Packet

11. gunsaldwanandaniunisnssasuduagdndudualasuvisgnuiludeya

senIamanselilnewisuniu SPF Record %58 SIDF
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sUf 3

U

No, Bounce
Do the LDAP acceptance queries indicate this is a valid recipient?
No, Drop (Configured to occur during the work queue)Yes
|
Yes
Envelope Sender and some email headers are rewritten based on a
table or LDAP query (masquerading)
Messages are created for each alias target according to
LDAP routing queries
! Action is Bounce Action is Encrypt & Deliver
[ Pre-policy filters are applied to messages, and an action is taken
Action is Drop T Action Is Deliver
All other actions Yes, blocklist
Yes, blocklist action is ¥ action is
— Is the sender address in the end-user safelist or blocklist database? ~ |—323000e_ |
T Yes, safelist
No
¥ Yes, action is
| Yes, Bo - &L
SR R L Is the message identified as spam? quarantine L A
< (May be skipped due to configuration)
Yes, action is Drop 1
No, OR Yes and action is deliver $7
¥ Yes, action is
Isthe message identified to have a virus? quarantine
- M .
Yes, action Is Drop (May be skipped due to configuration)
No, Yes and messageisrepaired, OR Yesand message sent asattachment.
Unknown, action
e Does a message attachment contain a threat? kquirantine >
Yes, action Is Drop (Behavior depends on configuration)
No, Yes and infected attachment is dropped, OR Unknown and a ppliance is not configured to quarantine unknown files
< . ActionisBounce m > ¥ .
s the message i 0 have a graymail
Isthe dentified to ha 1?
. (May be skipped due to configuration)
Action is Drop T
No, OR Vesand:ction is deliver o 4
. & Deliver A
l@g—— A AdtionisBojrce o | Content filters are applied, and an action is taken »
< R (May be skipped due to configuration) ' >
tion is Drop Action is Deliver
I Action s Ski
ip ‘_
Al otl'e; actions P, il
ony—H—PN——— |
Do the outbreak filters indicate an outbreak is present? Yes, message is
T quarantined
No, OR Yes and message is modified
-
Ifthe message s not spam, virus, and threat positive, add graymail safe
unsubscribe banner (May be skipped due to configuration)
h Yes, action is
quarantine - 2
< {Outbound) Does the RSA DLP Engine detect a DLP violation? —  J
Yes, action is Drop Action is Deliver
Send message to
quarantine
/
Y A
Drop Message S‘RMP:::“ Deliver Message

.3 N191N91U983 Work queue UaIdLuaLNALIE
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ndnmManuLaresiUszneuiiendesiunisinnisBiuauazanulaenfovesdiua
Tuszuuinangdualudiuresnisinsesadulunisnsiaasuniutasnis (Work Queue) 9%
uansiasuil 3.3 waslineandesil

1. LDAP Recipient Acceptance 19 LDAP ilafuuaisnisdanisiieyBiuavessiu
VOIUDAINLYILL

2. Sender Verification Exception Table msnadosniiuiitaeliszylauniodiog
Slafimsseniuvideufiasiua wiinawiinisasiaaou DNS vestjdwes

3. Received Header mmm&%ﬁwlﬁ’[ﬁmmﬁuﬁa "Received" TuBuiafl Listener $u

4. Default Domain #1adn Listener WianlauuduliiuiiegBuaildléseyie
TaLuudiu

5. Bounce Verification dmudiarieen ssuvayldfdfmuiiensiaaeumndiua
gnasnduidudiua Re-bounce

6. Domain Map d11190851991979 domain map Lﬁ‘amgammaﬂﬁaqﬁv‘USLﬂJa
Tudwafinsafulamulunisa

7. Recipient Access Table (RAT) taw1gd s uBluavidn RAT augnlissylay
Fosdunmainandsiaszeensy

8. Alias Tables miidglunsdsuiismedonnalugsdiudug

9. SMTP Call-Ahead Recipient Validation #gan15dunu1 SMTP LLazmnaauﬁaq
BLaveETUAINLTTHIET SMTP

10. Work Queue / Routing Aaufidnnisuaznsasdiuaneunisaiss

11. LDAP Routing l4%8ya3n LDAP \eruadunstonny

12. Message Filters saarnsosdonmuilusuuuuiifiosns

13. Safelist/Blocklist s1e@enflddnrines gniivlugiudeyauazgnasivasunsu

a 1

nsaunuiesiuauly Fldusavauansassylamunieiiegdmadifosnisdaduawuumiols
Janduaudy

14. Anti-Spam n1saunudesduawvulianuvasndeaseunquuuudumesiia
wazvhamdsaiosledannsndaels

15. Anti-Virus szuvaunulifagnysuinislyd anmnsodsauassnduniaeiieg

Wensranulsa
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16. Graymail snidann1sadasldusgnsvasnisanisaniarseuulnmnsiadudening
. a C% £4 a Y 4

graymail wazgniannisadasldanudialniugly

17. AsaLNUANNUTDN YA kaENTIASIEaa unsamsAszuuTrawnulng
wuuludapnuiiteAumAuAnNA1UT emerging Uag targeted

18. Wamasiiamaiu1saas1alamasiiaviiaUsuiilamludannuilawmasseuu

9 2 a ¢ a ~ & » v v = <

#5293UN552 UL TUTALMaS ALAENAIUN5aAIAN LA MUIN1SASITULAT ST IUT DAL D199 T
BUNTIBNITIANITNITATUNDUGAVTINEVBISEUUIANITEIE TNIASANAEINUTINANISY aUsiD
WaZdUe

19. Virtual Gateways inalulagigaeligldauisouenduwanandesndunaefiey

Y

nsdinvesnsdseanannsonsasuiunmadeudegeanuassuiugSugeandmiuusiay
[GIGY

20. MsfudaBiarduayyigen

21. fupsunsulunszuiunmsBumiAsadestunaideoude Sudunnlsadvads
TnuuvawusazdenuannIngniia fiuargnesiaaeuuarionuargndwaldifnu

nszUIUNTd 9B IaesiaInalag (Delivering Email) 9zuansfagud 3.4 4l
Twazdoadialuil

1. gUnsalBiuanaiganidunisngiaasunis "SMTP Client Conversation" %3803
doansues Client SMTP" Aonszurunsillaatewsiduia (0199xfulusunsudlauunouiiumes
vosnaioInesdiun) doasiudsnines SMTP (Simple Mail Transfer Protocol) Litads
GG

2. gunsaiBainadiidunisngaaey Packet fidadaniniulounglunisidheia
Tornuviselidndidliunisihsianlufidntiunstunssuiumsdaly

3. gUnsalfluanmad ddun1snsaaaey Packet 7 d 11161 Interface
Y83UNIalBLaLNALIE

4. gUnsaiBluanmgAiiun1InIvanuTIuIY Maximum fignaaalifivieen
MAuIadnanselilazddly cateway ﬁgﬂé}’aw%ahj

5. gunsaiBanangaiunsiiin Receive Header lufidannilu packet

6. gunsaidiainandduiunismaaaeudosiiavesdwilouedlddedly
#IALU1U18 Bounce Message W?{'alﬂﬁﬂ'ﬁzmumﬁﬁfmumsmmaau Bounce Verification

madededninlunisasl Drop 9eau minlidiievisaeslidslunszuiunisanly
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7. gunsalBanngaiiiunsnsiaaeu Packet Wevinnseudunegvessu
8. gUnIalBlanALIgAIUN1TNTIIERY Packet tTvinN1sEuSuNag IR UBNATY

WiDMNSIFBUINSINU N5AIAT Global Unsubscribe List 3ok

( Start SMIP client conversation. )

.

| (Outgoing) Message is encrypted, if applicable. |

| Message is sent over a particular IP interface defined by the virtual pateway. I

The total maximum number of outbound connections is enforced,
and the default delivery interface is set.

“Received:” header is added to the message.

E

Yes, drop. in- lirnits, i Yes, bounce.

o Do the configured domain-based such as maximum number o’f N
connections and recipients, indicate to drop or bounce the message?

No, continue

Message is routed to a speafic mail exchange host based on
domain without rewriting envelope recipient.

| Specific recipients are dropped as configured in the Global Unsubscribe list. ]

.

| (Outgoing) Domainkey or DKIM signature header is added to the message. ]

-

M&I Is the message undeliverable based on configured Bounce Profiles? I—mb
No, deliver.

—p{ Drop message. ) ( Deliver message to dlient. ) (- Bounce message. )«

5UN 3.4 nszuiunsdsdiuaresdiuainnig (Delivering Email)

9. gunsaldatnandanidunisnsivaeuy Suludiuvesnisgududeninunie
N3EUIUNSY PKI Tudiuwes DKIM #ndin1saean DKIM sguuagaiunisiiiy Private Key 13
1 Header 9831aA11%

10. gUnIaiduanaIdaiun1snIIEauNIINTIvERUIVeAUBaNgndoanty

Y

[V
Y a

ansadsdadSuldasamialy Tnsende (Bounce Profile) Fudungusodoulviiladsduiiie

kY
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dan1snudanlidanunsadsls (Undeliverable) ahinsatudouluvas Bounce Profile wag

lainsetuteulvdwanlilaiusadals sdunisdstarnulunvalenis

° = ¢ A v o
3.6 AMNIFIUVDINTITNINRUAABDLUALNALIULNDIUDLUA
¢ o Y A & & (] o 3 Y a = oA o

gunsalvimthiidunangdwadmsvesdns iusnisnisieusediua nseeusy
doau wardwelUdiszuuiuunzay gunsalanunsaliusnisnisiieusediuaaindumasiie
Ldgsleadrsunelunionny waganszuunmeluesedglddumesiin Tneilumvanis
Wewsedwaldluslamea Simple Mail Transfer Protocol (SMTP) gunsailviusnisnisiteusie
SMTP Tnelda1susu wagvhviinAadunang SMTP use "MX" dmsuiasedne

Listener ApgunsaintldieliuinisArvensiousia SMTP v duazv10en wag

a a A o ! a ¢ v . Yo o P Y] ¢

UsmsUszanaduainivuadivudumnedsinenle P Listener ldiudiuaiitulugunsal
ndumesilanieainszuunigluasediresnuiineisudeunsludidumesidn awnsald
Listener \laszynamindonnuwaznsidousedsssndulumuninsgruiisliausasensu
Touaglideniugndsaludsleanysu Feasanunsaasng Listener Ussansaluilla

1. Listener @157158u% (Public) lasunisnsiaaeuwazeausutenudwaiidiunan
Buwmesiiln Listener a1snsaigsumsigensionnlaaiate euazastonuludignuniugsu

[

3110

=p.

2. Listener d@uuana (Private) lasunsnsivaeuiaveeusudennuduaiiiiunain
seuungluasevie lnealuannd@suiesngunielunazidsviies suua (POP/IMAP) dwisu

Yo [

J3unisuenin3edy Listener dauynnaiunisidenseainleaddnuiudida (A530) wazds
TomnulUgansu
loviinnsadng Listener IFouiosnda dewinnsszydeyanuseazideniiuans

AU

1. aruauiRuns Listener MyunnaaudflagialuAls iy Listener favuauay
anuauiRlanizusiay Listener 19U aaaunsaseydumoiie IP uagnesnillddmiu Listener
wagdnhudu Listener a1snsaigvsodInyAna

2. Teadoygwliideudeiu Listener fuunngiimuaumsdensevidiainlead
sveglnag endeg 109y Auamnsafvualeadszeglnauaziinaniianansaideusedu
Listener walsl gloyaifiunfuisiuitnsiguiifdmunuiaslsasiioygyinlidousiolas

19 Host Access Table (tanng Listener @15150£ MU U) TALUUN DD UN Listener gausu
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vy o

Fomuimual suNlasuniseausulag Listener @151900¢ LU 1NoeANIVIAlTlALY

Y

company.com kaziin15tY oldcompany.com 118U AMBIVYBUTUTBAINUAINTUNT

company.com Wag oldcompany.com A9aualNULANLAITUITAITNIULNNTHONTUNTD

Y Y

o

Ufjiasnsiensielagldalaumnionegssu
A3 a7 nnualily Listener 52389 Host Access Table ag Recipient Access
Table finana35n159 Listener @0a157ULE5W1I95 SMTP 521#I19N158UNUT SMTP U aiaeli

¢ < cal 1 ' d' A ' a
QUﬂimﬂ']ll']iﬂ‘Ua@ﬂiﬁamﬂﬂﬂﬁuﬂﬂﬂ@uwﬂqsLsﬁaﬂmafﬂgQﬂﬂ@aﬂ

IP interface: PublicNet 192.168.2.1

Ethernet interface: Data 2

Cisco Email
Security appliance

Ethernet interface: Data l

IP interface: PrivateNet 192.168.1.1)

gﬂﬁ 3.5 Public and Private interfaces

Listener Port
IP interface IP address
Physical Ethernet interface Physical interface

N Cisco Emal
| Security appliance

;J‘U‘ﬁ 3.6 Relationship between Listeners, IP Interfaces, and Physical Ethernet Interfaces
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3.7 NMSYIN9IUNY Listener

fvumAn Listener Uuntin Network udaludi Listeners Tu GUI waeldmda listener
config Tu CLI aaanansafvunaintsiaafilddingu Listener vanuald Tnsfinnsannguas
Touugrheoluiliffovheuuaziivuac Listener uugunsal @1u1saiinun Listener nang
F1Un15ReBumNesIG 1P firnuunald us Listener uiazsianisaesldnasniiunnmeiuniue
Susu Listener 19 SMTP uldslnreaduaiiioliudnsnisionsediua eedlsfiniu anunse
Amuadgunsalliuinisnisidensediualagldlusinaea Quick Mail Queuing Protocol
(QMQP) ¢ Tneldda listenerconfig Tu CLI

Listener 59950311 Internet Protocol 11e59u 4 (IPva) wazneddu 6 (IPvé) @1unse

LY

TalUsinmeaiastulanastunilansansandlu Listener wwenny Listener 14iasdulusinmoa

\ ' '
v aa &

Werdudunestuninisdeuselaad andiognaau win Listener lasun1sfinuardmsy
P way IPv6 uaziieudarulaadiild IPv6 Listener axld IPv6 ogaslsfimumin Listener
#sunmsrmunalildianeiiog IPve wihdu susrliannsadouderulsaddlfiangiioy
IPva Ifaeneifoend Listener (FraA15udy) azgnitvusAvugUnsaindsainnisisenld
System Setup Wizard agndlsfinna iilenaais Listener semiies Asyncos agllldidn SBRS
fimuaisudumanil

guUnsalBainang seanTudu System Setup Wizard azi1nasiunsivuaa
Listener a1s13aznilanonisdimsunissudiuanndumesidauazdmiunsdsdiuanin
woteneluvesans nanafe Listener nilssiomsanansaduiiunisiaaesilaiduls
WeglemaaoulazuAdgyvigunsalnmaiansaaiig Listener Usziav "blackhole’ wny
Listener ans1sauzsisodruyanals eaaaia Listener Uszian blackhole Ananunsaidenin
fomnuazgnileuasadvisliineuiiozgnay madeuternuasiadneuiiazauidvaelram
annsaindnsnsiuLazanivesd Listener AliiTouderuasiadiouauyaslinm
annsniasinIsfuluuIansnnsruvaieeruvesnm Listener Ussinianunsaldla
wzruas listener config Tu CLI

U7 3.7 azuanesiazfuaved Listener a1s1sauzuazaILyARAUUTURUNTOINAT
Bumodmannitassdumesing wandiifunsimuaaunandduaunifignadiadulag
System Setup Wizard Uugugunsaififumesinamnnnitass I Listener aassionisiignaing
Listener ansnsaziieliuinsnisdeusevidruudumesinanis wag Listener dauyana

=~ Y a =~ 1 a s d'
LW@IV]‘Uiﬂ75ﬂ"I§LGUE)l|m@5U"I@@ﬂ‘Uu@‘UL‘W'QﬁLWﬁ IP @94
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€ a

3UM 3.8 UANITI8ALLBEAYBY Listener aN513auzUUIURUNTINHB UM INAADS
duwesina wandbiiunisirundunangdualnifignasielulay System Setup Wizard

vusuaUnslNdduwmesinaaesdumesinavinuy & Listener a15150en9518A15UY

dumasla IP e nNaliusN15NN5YaNRU LY ILALV1DDNNIA

Y

P N
“;\ Internet ,(‘ - Note  This public listener uses SMTP
i . | protocol on Port 25 of the
\"\x___»f‘—"‘ PublicNet IP interface on the
‘ S Data2 Ethernet interface to
2 accept messages from the
Public Listener: Internet.
“InboundMail” IP interface PublicNet sends

|IP interface: PublicNet (e.g. 192.168.2.1) | messages to destination hosts
| on the Internet.

‘ Ethernet interface: Data 2

Cisco Email
Security appliance

IP interface PrivateNet sends messages to
l Ethernet interface: Data 1 r p 2
internal mail hosts.

| IP interface: PrivateNet (e.g. 192.168.1.1) | Note This private listener uses SMTP

Private Listener: protocol on Port 25 of the
“OutboundMail” PrivateNet IP interface on the
i Datal Ethernet interface to
accept messages from internal
== systems in the .example.com
domain.

Groupware server / Message generation system

3‘1117; 3.7 Public and Private Listeners on Appliance Models with More than Two

Ethernet Interfaces

,___xj__,»- 7 \
/[ —

)
L Internet 1 <—

\oo _\<\ Xy, &/

¢ SMTP

Public Listener:
* “MailInterface”

_ <—>| IP interface: MailNet (e.g. 192.168.2.1) |

Groupware server / | Ethernet interface: Data 2 |
Message generation system o

Cisco Email
Security

g‘dﬁ 3.8 Public Listener on Appliance Models with Only Two Ethernet Interfaces
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a3Useuy Email Security Gateway vinniiilidugragnsiaaouuaznsadiuadivia
3 44' 1Y) ) s o _a v ::4' =~ = 1
LaraanaINeIAng Wedosduawly, Tauls, #vd9 wazdeninufienadanuguuwsmsoly
wigau seuullfsgiemuanteyandAylilvvaneanainasdnsiaglailasuoygin vt
Shwanulaensievesdeyanazann1senamsianmsdmsudsiiaesdwa
WanNN13veITEULARMIIInsnssilludnvauzadAuaz ngAnssutilonsivdeuias
a ¢ v = = 9 N o P Y o
Awnsigvideyaludiua dn1sufuldeunguaruleviglaiivelvmungaudunisldanuunag
TONNUAYBIDIANT waza 1Y 8liaAnsU  URnuTaMYUANTauInIg U 8ITBIAY

ANuUaenfevetlayaniun.s.u. Auasesteayadiuyanaatul 2562 g

Ao

3.8 MsIAsITBantanuaily Spoofing Email ﬁ%ﬂﬂﬁﬁ%ﬂﬂﬂlﬁ%u

INnsANEIS UMY Spoof BiaTetasAnsuisinuitenfusiwadiilunisdsan
lFa1uBiun address 1uq 1o udidunisdsunainaisdsema e daslaldiiunislud
faUsene o vasnarfidsduadniudiuaatudananisnasgnssyliidu Spoof Biuaud
Email security gateway a¢3eylyidwa didudwaiivasnste LﬁmmﬂmwaauQﬁadwﬁqmmﬂ
Domain Aiuaene Fslasuninisisrivesdenin Domain Weatuassemliaunsniudiuald
Juunf

Tnendnnislunishasisvidwaiidu Spoofﬁmaﬁ;ﬂi’famlﬁ%’u Foa3131n019
nyvEoUTiegvesididiua nyadeuIBmadnannuvaiudefondels Jeannsald
wAdlafiSenin SPF, DKIM, uaz DMARC lunisnsaaaeuls

v a

&Nty Aensinsgiasiuaylndfuuuantudua Wnsaaeu URL wagliduuy
Tneldwovldunidesiuliia visuluseiesloooulatiivaslinsideiuazlng uidhamnse
sl arsfiadieneidevveduamdrietanden gididonnuniemdwilafigmiiouay
AaUnAvell

fhegreduiidifyie mInseaeugUiuULazalndnisTou mnegldsudiuan
asdnsudayanadananiniey asadieufisuinguuuazdladnadeuiunsstuiuaiiag
ysuniel Feonatreadresmuasdevieudiurroudisaindwatuiy Spoof Sua

dnudduatuiidnuaraes Spoof Bwamsfiazssauliiuiiuguaszuuviedie
anudaenfovetesdnslimiu uagdndudesdniunisiiedestunisingiinisallafi
Uszasdluaunan 9ena5anfisnisuiuasuszuutesiudiua msilneusundnay viens

Wasuwlasulouiganulasnislusinng
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an: I - [ |
adv: Juians7 [ 2022 18:40 [ Victim's Email Domain |
f:

fiai¥as: ALERT! I'm hacked you and stolen you information

Hey I | Victim's Email Domain

| have to share bad news with you.

Approximately few months ago | have gained access to your devices, which you use for internet browsing.
After that, | have started tracking your internet activities.

Some time ago | hacked you and got access to your email accounts I N
Obviously, | have easily hack to log in to your email. Victim's Email Domain

Your password S

One week later, | have already installed Trojan virus to Operating Systems of all the devices that you use to access your email.

In fact, it was not really hard at all (since you were following the links from your inbox emails). [ Spoof Email |

All ingenious is simple. =)

This software provides me with access to all the controllers of your devices (e.g., your microphone, video camera and keyboard).
[Thave downloaded all your information, data, photos, web browsing history to my servers. |

['have access to all your messengers, social networks, emails, chat history and contacts list. |

My virus continuously refreshes the signatures (it is driver-based), and [hence remains invisible for antivirus soft\'«/are“o

Likewise, | guess by now you understand why | have stayed undetected until this letter...

While gathering information about you, | have discovered that[you are a big fan of adult websites. |°
You really love visiting porn websites and watching exciting videos, while enduring an enormous amount of pleasure.
Well,[ have managed to record a number of your dirty scenes and montaged a few videos, which show the way you masturbate and reach orgasms. |

JUN 3.9 Megreduaudusieunisgnlasnssudeyandwnainglainisd

3.9 nN1998nLUU T-Antispoof Algorithm ‘Uuqﬂnszﬁ Email Security Gateway

UUENINLINADUINAD (Test Environment)

U Y1

\Wesanszuudua Wussuunisvihonundludeddeunsalvesilefuwasiaarina

[ 14 a

S meilevesTudeldanunsa Filter wawlUn Security Feature Y0MNaRadSuAWAEILA
willoutugunsal Network Security 819 endeg1agu winsiandudes turn on SPF DKIM

Wz DMARC tieviins scandiariindudiunlusadnsveast wimaildads lulaldou SPF

DKIM 27nM9RaRds slatiueernsvedistesntanudssnazlasu diuatvasunias anndese

Y Y

= L 1

aanan waglugantdagiuaindymilinanuidisiu ssdnsdrulungdnduderingsiafiu

= Y A

aeNIgUNaIEesAng saufedgna1ivainvaite vilviisildaiunsa enable SPF DKIM
DMARC 18711115 quarantine w3o reject S1avosdslannine mszisAssududos
Ansodoansiugldauelmia AnsiuvigsiatuledSuies

N159153930 Spoofing dtuatudaguuiailalagly Email Security Gateway At
AENsaIEuNsEaLen Swatilaiunlinddasieg W Phishing 31, Spoofing Bwandu
Fu Q‘Uﬂiﬁﬁ Email Security Gateway ﬁliﬁﬂwluﬂﬂiﬁﬂwﬂuﬁlﬁyﬁ]ﬂ“fﬁﬂu Cisco Diua Gateway

aeldszuunisldaudua server wuu On premise Feadundeoulussdnssguravemaney
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Uszinan gelafevuszunadunisldaudiua server wuu Cloud 911015 implement Cisco
lua Gateway mun1sisAwuUIIRsgINUNAvesgUnsal udrRamunailuszeziian 120 Ju
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If sendergroup is not in "registered IPv4 relay list" then
If (mail-from matches "@exampledomain01\.comS")
OR (mail-from matches "exampledomain01\.co\.thS")
OR (mail-from matches "exampledomain02\.comS")
OR (header("From") matches "@exampledomain01\.com$")
OR (header("From") matches "exampledomain01\.co\.th$")
OR (header("From") matches "exampledomain02\.comS")
Then
Quarantine the email using "quarantine profile name"
Log "Antispoof Email Details: MID " + MID + " " + RemotelP +
EnvelopeFrom
End If
End If

+ remotehost + " " +

g‘lJ‘ﬁ 3.10 Algorithm: T-Antispoof Flddauan Spoofing Blualuy pseu-do-code
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Algorithm: T-AntiSpoof for Email Filtering

Objective:

To identify and quarantine emails that are likely to be spoofed based on the sender's IP and the
email headers, mail-from and from.

Inputs:

senderGroup: The group to which the sender's IP address belongs.
registeredIPV4RelayList: A list of registered IPv4 addresses or groups allowed to relay mail.
mailFrom: The domain in the mail-from header in the email.
headerFrom: The domain in the from header in the email.

MID: Message ID of the email.

RemotelP: The remote IP address from which the email was sent.
remoteHost: The remote host from which the email was sent.
EnvelopeFrom: The envelope from address in the email.

Output:

A Boolean flag indicating whether the email was quarantined.

A log entry containing details of the quarantined email, if applicable.
Method:

Initialization

isQuarantined = False
Check the Sender's Group

If senderGroup is NOT in registeredIPV4RelayList then:
Else:

Return isQuarantined

Check the mail-from and From Headers

If mailFrom matches any of the following:
"@exampledomain01l.com"
"exampledomain01.co.th"
"exampledomain02.com"

OR headerFrom matches any of the following:
"@exampledomain01l.com"
"exampledomain01.co.th"
"exampledomain02.com"

Then:

- Quarantine the email using the designated profile.
- isQuarantined = True

- Generate a log entry:

- "Antispoof Email Details: MID " + MID + ", " + RemotelP + ", " + remoteHost + ", " + EnvelopeFrom

Return Result

Return isQuarantined

gﬂﬁ 3.11 95UM9NANNTTYINI9UVDY T-Antispoof Algorithm step by step
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#include <stdio.h>
#include <stdbool.h>
#include <string.h>

// Function to simulate 'matches' (here, we're using exact string comparison)
bool matches(const char *str, const char *pattern) {
return strcmp(str, pattern) == 0;

}

// The main anti-spoofing algorithm
bool T_AntiSpoof(const char *senderGroup, const char *mailFrom, const char
*headerFrom,

const char *MID, const char *RemotelP, const char *remoteHost, const char
*EnvelopeFrom) {

bool isQuarantined = false;

// Simulated Registered IPv4 Relay List (replace with actual list)
const char *registeredIPV4RelaylList[] = {"registeredGroup1", "registeredGroup2",
NULL};

// Check senderGroup against registeredIPV4RelayList
bool senderGrouplsRegistered = false;
for (int i = O; registeredIPV4RelayList[i] = NULL; i++) {
if (matches(senderGroup, registeredIPV4RelayList[i])) {
senderGrouplsRegistered = true;
break;
}
}

if (IsenderGrouplsRegistered) {
// Check mailFrom and headerFrom against predefined domains
if (matches(mailFrom, "@exampledomain01.com") | | matches(mailFrom,
"exampledomain01.co.th") | | matches(mailFrom, "exampledomain02.com") | |
matches(headerFrom, "@exampledomain01.com") | | matches(headerFrom,
"exampledomain01.co.th") | | matches(headerFrom, "exampledomain02.com")) {

// Perform Quarantine action (This is just a placeholder)
printf("Email Quarantined.\n");

// Log Entry (This is just a placeholder)
printf("Antispoof Email Details: MID %s, %s, %s, %s\n", MID, RemotelP,
remoteHost, EnvelopeFrom);

gﬂﬁ 3.12 85UnenanNNN3YaTLYes T-Antispoof Algorithm LTgulagniwn C
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isQuarantined = true;
}
}

return isQuarantined;

}

int main() {
// Sample Test
if (T_AntiSpoof("unregisteredGroup", "@exampledomain0l.com",
"@exampledomain0l.com", "MID123", "192.168.1.1", "remoteHost1", "envelopeFrom1"))
{
printf("The email was successfully identified as spoofed and quarantined.\n");
}else {
printf("The email passed the anti-spoofing checks.\n");

}

return O;

}

gﬂ‘ﬁ 3.12 95U18NANNITNIUVDY T-Antispoof Algorithm Weaulagn1w C (se)
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def matches(string, pattern):
return string == pattern

def T_AntiSpoof(senderGroup, mailFrom, headerFrom, MID, RemotelP, remoteHost,
EnvelopeFrom):
isQuarantined = False

# Simulated Registered IPv4 Relay List (replace with actual list)
registeredIPV4RelaylList = ["registeredGroup1", "registeredGroup2"]

# Check senderGroup against registeredIPV4RelayList
senderGrouplsRegistered = senderGroup in registeredIPV4RelayList

if not senderGrouplsRegistered:
# Check mailFrom and headerFrom against predefined domains
if (matches(mailFrom, "@exampledomain01.com") or matches(mailFrom,
"exampledomain01.co.th") or matches(mailFrom, "exampledomain02.com") or
matches(headerFrom, "@exampledomain01.com") or matches(headerFrom,
"exampledomain01.co.th") or matches(headerFrom, "exampledomain02.com")):

# Perform Quarantine action (This is just a placeholder)
print("Email Quarantined.")

# Log Entry (This is just a placeholder)
print(f"Antispoof Email Details: MID {MID}, {RemotelP}, {remoteHost},
{EnvelopeFrom}")

isQuarantined = True
return isQuarantined

# Sample Test
if T_AntiSpoof("unregisteredGroup", "@exampledomain01.com",
"@exampledomain0l.com", "MID123", "192.168.1.1", "remoteHost1", "envelopeFrom1"):
print("The email was successfully identified as spoofed and quarantined.")
else:
print("The email passed the anti-spoofing checks.")

§U17'i 3.13 95 UWANNITINIUTOS T-Antispoof Algorithm 1Weulaen1wl python
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szuUBa server axiBiadsialudaldan lngssuy Email Security Gateway i aunsadn
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Message Details
Envelope and Header Summary

Received Time: | 28 Sep 2022 10:42:36 (GMT +07:00)

MID: | 10857052

Message Size: | 27.84 (KB)

Subject: "
Envelope Sender: | I
Envelope Recipients: | INEEEG_—GG——.

Message ID Header: | <1664336553.86803994@f4.my.com>

SMTP Auth User ID: | N/A

Attachments | N/A
Sending Host Summary
Reverse DNS Hostname: | f4.my.com (verified)

IP Address: | 185.30.176.114
SBRS Score: | 5.2

U 3.14 feg19518az188Aves Email Header 91ngunsal Email security gateway

A o \ AV Yo & . a 9 Y = o
WBNINTNAABU Script AlawaunTuanlu Test Environment 138U5a81a1 391117

RaAruugUnsel Email security gateway 98903Ansuvisiinazfinnunaiduszaziian 120 Ju
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wuingunsnllanunsafnuen Spoof Bwaliegeliusednsnin
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28 Sep 2022 10:42:36 (GMT +07:00) Incoming connection (ICID 23182304) has sender_group: UNKNOWNLIST, sender_ip: 185.30.176.114 and sbrs: 5.2
28 Sep 2022 10:4. (GMT +07:00) Protocol SMTP interface Data 1 (IP ) on incoming connection (ICID 23182304) from sender IP
185.30.176.114. Reverse DNS host f4.my.com verified yes.
28 Sep 2022 10:42:36 (GMT +07:00) (ICID 23182304) ACCEPT sender group UNKNOWNLIST match sbrs[-1.0:10.0] SBRS 1176.114
country Netherlands
28 Sep 2022 10:42:36 (GMT +07:00) Message 10857052 Sender Domain: th
28 Sep 2022 10:4 (GMT +07:00) Start message 10857052 on incoming connection (ICID 23182304).
28 Sep 2022 10:42:36 (GMT +07:00) Message 10857052 enqueued on incoming connection (ICID 23182304) from .th.
28 Sep 2022 10:42:36 (GMT +07:00) Message 10857052 direction: incoming
28 Sep 2022 10:42:36 (GMT +07:00) Message 10857052 Domains for which SDR is requested: reverse DNS host: f4.my.com, helo: f4.my.com, env-from:
, header_from: Not Present, reply_to: Not Present
ISR L g e (GMT +07:00) Message 10857052 Consolidated Sender Threat Level: Neutral, Threat Category: N/A, Suspected Domain(s) : N/A (other
reasons for verdict). Sender Maturity: 30 days (or greater) for domain:
28 Sep 2022 10:42:37 (GMT +07:00) Message 10857052 on incoming connection (ICID 23182304) added recipient ( .th).
28 Sep 2022 10:42:37 (GMT +07:00) Message 10857052[SPF: lhelo identity postmaster@f4.my.com Pass
28 Sep 2022 10:42:37 (GMT +07:00) Message 10857052 SPF: mailfrom identity .th None
28 Sep 2022 10:42:38 (GMT +07:00) Message 10857052 SPF: pra identity th None headers from
28 Sep 2022 10:42:38 (GMT +07:00) Message 10857052 DKIM: pass signature verified ({d=my.com s=mail i=@my.com)
28 Sep 2022 10:42:38 (GMT +07:00) Message 10857052 contains message ID header '<1664336553.86803994@f4.my.com>".
28 Sep 2022 10:42:38 (GMT +07:00) Message 10857052 original subject on injection: 1!
28 Sep 2022 10:42:38 (GMT +07:00) Message 10857052 has 'reply-to' header
28 Sep 2022 10:42:38 (GMT +07:00) Message 10857052 Domains for which SDR is requested: reverse DNS host: f4.my.com, helo: f4.my.com, env-from:

g‘dﬁ 3.15 Payload Spoof Buiafignasiadulalag T-Antispoof Algorithm

.th, header_from: , reply_to: Mail from HACKER's Spoof Domain to Recipient Domain
28 Sep 2022 10:42:38 (GMT +07:00) Message 10857052 Consolidated Sender Threat Level: Neutral, Threat Category: N/A, Suspected Domain(s) : N/A [other
reasons for verdict). Sender Maturity: 30 days (or greater) for domain:
28 Sep 2022 10:42:38 (GMT +07:00) Message 10857052 (28507 bytes) from th ready.
28 Sep 2022 10:42:38 (GMT +07:00) Message 10857052 has sender_group: UNKNOWNLIST, sender_ip: 185.30.176.114 and sb! .2
28 Sep 2022 10:42:38 (GMT +07:00) Message 10857052 Custom Log Entry: Antispoof Email Details: MID 10857052 185.30.176.114 f4.my.com
mx4.mahidol.ac.th - 09 Oct 2022 15:12 (GMT +07:00)
Copyright © 2003-2022 Cisco Systems, Inc. All rights reserved. 2
28 Sep 2022 10:42:38 (GMT +07:00) Message 10857052 matched per-recipient policy Block-Specify-Subject for inbound mail policies.
28 Sep 2022 10:42:39 (GMT +07:00) Message 10857052 scanned by Anti-Spam engine: CASE. Interim verdict: negative
28 Sep 2022 10:42:39 (GMT +07:00) Message 10857052 scanned by Anti-Spam engine CASE. Interim verdict: definitely negative.
28 Sep 2022 10:42:39 (GMT +07:00) Message 10857052 scanned by Anti-Spam engine: CASE. Final verdict: Negative
28 Sep 2022 10:42:39 (GMT +07:00) Message 10857052 scanned by Anti-Virus engine McAfee. Interim verdict: CLEAN
28 Sep 2022 10:42:39 (GMT +07:00) Message 10857052 scanned by Anti-Virus engine Sophos. Interim verdict: CLEAN
28 Sep 2022 10:42:39 (GMT +07:00) Message 10857052 scanned by Anti-Virus engine. Final verdict: Negative
28 Sep 2022 10:42:39 (GMT +07:00) Message 10857052 scanned by Outbreak Filters. Verdict: Positive
28 Sep 2022 10:42:39 (GMT +07:00) Message 10857052 Other Threat Level=2
28 Sep 2022 10:42:39 (GMT +07:00) Message 10857052 is not signed. No domain key profile matches .
28 Sep 2022 10:42:39 (GMT +07:00) Message 10857052 will be signed with DKIM-MUProfile - matches | .
28 Sep 2022 10:42:39 (GMT +07:00) Message 10857052 quarantined to Anti Spoof. Message filter ANTI_SPOOF

;J‘U‘T/'i 3.15 Payload Spoof 8ulafignnsaadulalag T-Antispoof Algorithm (#0)
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Export...
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Export...

Generated: 17 Oct 2023 21:28 (GMT +07:00)
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Absfract—Email is undeniable the major mean of communication in the present time, thanks to its low cost of operation and non-
confrontational nature. However, email spoofing, a kind of attack on users that make them believed that an email is sent from
trustworthy sender, starts growing exponentially. In this work, we propose a method to detect such spoof emails. The computer
programming seript is developed to verify whether the incoming email is sent by trustworthy sender. We implement the
countermeasure for a period of six months and our method can intercept 30,633,332 unsafe emails out of the total 33,106,281 emails,
a percentage of 92.53. Moreover, our method is capable of quarantining 10,008 spoofed emails out 2,472,949 safe emails, a percentage
of 0.40. Lastly, our method boasts 100% email spoofing detection and all spoof emails destined to the organization are dropped.

Keywords—email, spoofing, security, gateway.

I.

The history of email starts in 1960s, there are billions of
emails sent daily. Email has not been designed with high
security at the first place it was built with a concept that it
must be easy to use and deploy in a computer system. That
make email has many vulnerabilities in smtp protocol. There
is a variety attack pattern on the computer system, but e-mail
is still the number one threat vector. By 2021, there are
approximately 319 billion of e-mails sent each day [1-3].
Email is still an easy method of attack that damage the
network. The public email system is relatively easy to sign
up. Hence, it can be used as a channel for attacking.
According to the BBC, even tech companies such as Google,
Facebook are also hit by email compromise, known as
business email compromise.

INTRODUCTION

Email originates in the 80’s with the emerging of the
Simple Mail Transfer Protocol (SMTP) and then the flourish
of internet globally [4-5]. The email conversation between 2
stations is in the form of text message, comprising of 3 major
parts: Mail User Agent (MUA) acting as an interface
between user and email server, Email server which provides
important services such as Mail Transfer Agent (MTA), and
Domain Name System (DNS) server. When the email server
is setup, it is necessary to assign the hostname, ie.,
mail.example.com, to the email server and use it for the MX
record on the DNS server by IP binding. Consequently, the
email server can be accessed anywhere on the internet. The
email exchange occurs as follows. Harry from the company
A with the email address harry@examplel.com wants to
send an email to Jenny from the company B with the email
address jenny@example2.com, Once Harry presses “send”
button, MUA transfer the message to the email server
through SMTP where the validity of the destination address
is verified. If the destination address is valid, the location of
the hostname of the MX record “example2.com” is queried.
Upon the receipt of the location, the MTA in the sender’s
email server establishes the SMTP session to the receiver’s
email server which relays the message to Mail Delivery
Agent (MDA) and the message is kept in Jenny’s mailbox.
Finally, Jenny can access her email through either Post
Office Protocol (POP) or Internet Message Access Protocol
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(IMAP), depending on company’s policy [6]. The process is
illustrated in Fig. 1.

Email Flow Topelogy

Fig. 1. Email sending process.

The aforementioned process only takes a second to
accomplished. With this simple yet fast message exchange,
email is the prominent channel for communication and so the
malicious attacks from hackers. The damage incurred
ranging from personal disturbance to financial loss in the
enterprise level.

Email has been implemented and evolved for the past 50
years and currently can be used throughput the internet
thanks to Hypertext Transfer Protocol (HTTP),Hypertext
Transfer  Protocol Secure (HTTPS) and SMTP.
Consequently, there exists numerous vulnerabilities as email
is designed for ease of use rather than security. The email
vulnerability causes considerable damage [7] through
various attacks such as virus, spam, fraudulence, spoofing,
business compromise, and phishing. Phishing email results
in over 2.3 billion dollars in financial damage between 2013-
2016 [8] while business email compromise costs over 26
billion dollars between 2013-2019 [9]. Lastly, email
spoofing damages over 3.1 billion dollars [10].

When we are examining in detail, we found that the type
of email attack that leads users to believe that it is a safe
email is a Spoof Email. This type of attack is difficult to
detect, and in general an email security gateway does not
have the capability to isolate spoof email attacks. Email
Spoofing Attack is conducted by making the victim believed
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that the attacker is the legitimate email sender and hence the
email content. This usually leads to attached file openings or
internet link that can contain harmful virus [11]. Email
spoofing is a form of social engineering attack that the
attacker exploits the trust and outdated security measure
which has a high rate of success without tools or skills.

Flow of incoming emaits to the organization
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Fig. 2. Flow of incoming emails to the organization.

Based on this problem, as shown in Fig. 2, Security
Gateway and go through the email sorting process as
follows:

1. Review the Reputation Sender Score. The ratings are
based on the Talos Database standards
(talosintelligence.com).

2. Verify email headers using SPF, DKIM and
DMARCH principles.

3. Verify by using Recipient Access Table and Host
Access Table (RAT: The Domains that can send emails will
be determined by the organization policy).

Lastly, we implement script designed for detecting spoof
email in this scenario, as shown in Fig. 3.

Name_ Condition(s)  Logical Operator(s)
myF;lter: i
if (body-contains('word',1)) AND
(attachment-filetype == ‘'Document') {
quarantine('Policy');
}
Action(s)

Fig. 3. Pseudocode to detect spoofed email.

Sender Policy Framework (SPF) is created to let the
sender declares the IP address for outgoing email from his
domain. This IP address is kept in the DNS record. On the
other hand, the receiver can verify if the incoming email is
originated from the sender’s domain by checking the IP
address of the incoming email with one registered in the DNS
record. For instance, the sender sends an email with IP
address 192.168.200.10 which is registered to sender’s
domain. If the receiver finds that the incoming email has an
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IP address 192.168.200.10 which coincides with the TP
address of the sender’s domain, the email is legitimate.
Otherwise, the email is considered harmful and should be
quarantined.

Domain Keys Identified Mail (DKIM) is an email
verification method that allows the receiver to check if an
incoming email is actually sent by sender’s domain. DKIM
works in similar fashion as SPF by declaring sender’s Public
Key in the DNS record instead of the IP address. In other
words, DKIM implements digital signature to the email.
Once the receiver verifies that an incoming email has a valid
DKIM signature, the receiver can be certain that the email is
legitimate and actually sent from the sender.

Domain-based Message Authentication, Reporting and
Conformance (DMARC) is an extension of SPF and DKIM
by utilizing both results from SPF and DKIM. The sender
can publish DMARC instructions in the DNS record for the
sender’s domain. The receiver can verify the incoming email
by using DMARC instructions published by the sender’s
domain. If the incoming email passes the verification, the
email is legitimate. On the contrary, if the incoming email
fails the verification, the email could be quarantined or
rejected, depending on the instructions provided by the
DMARC record.

II. RELATED WORK

Based on research related to SPF and DKIM, it is
believed that SPF is implemented approximately 80.7% by
organizations while DKIM is implemented only 59.4% by
email domain worldwide [8-10]. This implies that there exist
numerous email vulnerabilities according to 2 major reasons.

e Email security system is implemented in
augmented fashion which makes the system
complicated. The user has to be proficient and

understand the email security in details.

IT administrator lacks an in-depth knowledge of
email security implementation and maintenance.

I1I. THE PROPOSED SCHEME

Two months later, after implementing Email Security
gateway Appliance. We found that the email security
gateway be able to detect unsafe email approximately 79%
(9,200,000 of 11,700,000) of all emails that sent to this
organization and the accuracy is 100%. But soon after the e-
mail administrator of this organization received notification
from several users that they received an email which sent
from a trust domain but found later it was a fraud email. We
take a closer look in detail of an original email from a hacker.
Found that a hacker already stole a user’s passwords, private
credential, and a private information from a user. We are
concurring that it is a spoof email because the sender is
themselves, but the IP Address is not a set of IP Addresses
that used in Thailand or any IP address of a user’s
organization. The emails that were once considered safe to
be forwarded to the user is not safe anymore. So, we have
noticed a limitation of the Email Security Gateway appliance
with the standard settings. And in general, we found that the
email security gateway in the market cannot detect the spoof
email as well.
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IV. METHODOLOGY

Email system consists of equipment from both sender’s
side and receiver’s side working reciprocally. The email
security features cannot be implemented only on the
receiver’s end. For example, if the receiver wants to verify
the incoming email by implementing SPF, DKIM, and
DMARC. However, the email sender has not implemented
SPF, DKIM, and DMARC, the receiver cannot verify the
email if it is legitimate since the email security features have
not been implemented on both sides. At present, business is
conducted online globally and hence the incoming email
from wvarious sources, both known and unknown.
Consequently, it is recommended against implementing SPF,
DKIM, and DMARC for all senders, but only to specific
groups of senders.

The spoof email can be detected using email security
gateway that can filter out harmful emails such as phishing
email and spoofing email. In the work, we employ the Cisco
email gateway with default settings and observe the results
for 2 months. We find that the Cisco email gateway can
effectively filter out harmful emails. However, numbers of
spoofed emails are delivered to users. This implies that the
Cisco email gateway is ineffective against spoofed emails.

We investigate the spoof email in details and find that it
has an IP address from oversea and upon closer inspection in
the email header, we find many of them are classified as safe
emails. This conclude our assumption that the Cisco email
gateway is ineffective against spoofed emails. Consequently,
we implement the script to detect spoofed email as shown in
Fig. 4. This script can drastically improve the efficiency of
that the Cisco email gateway against spoofed emails.

Seript Name: If sendergroup |- "RELAYLISTDOMAIN® {

@exampledemaind1, coms")

ampledomain1\\.col\ ths")
OR (header{*From*) xampledamain0Zy), com$ ) {
quarantine{*quarantine profile name'J;
log-entry(*Antispoaf Email Details: MID $MID SRemotelP Srematehost SEnvelapeFom”);

Fig. 4. Script implementation to detect spoofed email.

The script inspects sender’s IP address if it originates
from the known sources, that is, if the incoming email has an
IP address from outside organization, it checks if the
incoming email has the same email domain. If all conditions
are true then the incoming email is quarantined and logged.

V. EXPERIMENTAL RESULTS

We have developed a script to detect these spoofing
emails. The conditions will check these emails if the sender
have an IP Address that is not specified in the specific list
and the domain is the domain of this organization or
affiliated organizations then send it to quarantine and write a
logging file. We followed up to six months after
implementing this script. We found that the standard settings
were able to distinguish unsafe emails as a percentage
92.53% (30,633,332 of 33,106,281) of all emails were sent
to this organization and the script can distinguish spoof email
as a percentage 0.4% (10,008 email of 2,472,949) of safe or
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clean emails. In terms of correctness, when checking the e-
mail that has been quarantine by our script it has a 100% of
an accuracy according to the conditions It can be proof that
the spoof emails that sent to this organization are drop by our
script.

Chart of Spoofing Email Detection per Month

Fig. 5. Spoofing email detection.

The script we implemented was able to increase the
efficiency of e-mail filtering of threats to this Email Security
Gateway by approximately 10,008 emails from the original
2,472,949 clean email as shown in Fig. 5.

VI, CONCLUSIONS

There are many users who receive spoof emails, and
some have been completely taken over by fraud people from
the internet. hacker can export user’s personal data and a
private information including an important credential on
user’s computer it causes risks and damage to this a wide
organization so after implementing this Script, we found that
all spoof emails can be filtered by our solution. Increase more
security for users and secure the organization. However,
Attacker is still trying to find a new cyber-attack method to
constantly attack any users, Therefore, users need to be more
aware of the use of both email and the internet as there is no
device or method that offers 100% protection against cyber
threats.
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