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ABSTRACT

This research aimed at exploring how demographic characteristics, the COSO
framework, and the COBIT framework affected risks in operating various domains of electronic
document systems for government agencies in the Ministry of Education.

The population of the study included a total number of 1,484 personnel from six
government agencies in the Ministry of Education. Taro Yamane methods were employed to calculate
the number of sampling subjects. Samples were systematically randomized. Statistics employed
included percentage, mean, standard deviation, reliability, and Pearson correlation coefficient.

The results showed that in the aspect of demographics, most personnel were females aged
between 36 to 45, and they obtained a master’s degree. They had been working in the agencies of
the Office of Vocational Education Commission for more than eight years and had experience using
the working program every week. In accordance with the COSO framework, the results revealed
that the overall average was at the highest level. It was apparent that the first highest rank was risk
assessment, the second highest rank was control environment, and the third highest rank was
information and communication. With regards to the COBIT framework, it was found that the
overall average was at the highest level. The results showed that the first highest rank was planning
and organizing, the second highest rank was delivery and maintenance, and the third highest rank
was monitoring. When analyzing the data to test the hypothesis, the results indicated that different
demographic characteristics had different results on risk operations in various domains of e-
document systems. In addition, different COSO and COBIT frameworks affected operations
differently in various domains of e-document systems.

Keywords: risk analysis, e-document systems, COSO and COBIT framework
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Company Level

COBIT Area COSO Component

Activity Level
Control
Risk
Control
Information

Plan and Organize (IT Environment)

IT strategic planning ° ° °

Information architecture ® )

Determine technological direction

IT organization and relationships ° °

Manage the IT investment

Communication of management alms and ° °
direction

Management of human resources ° °
Compliance with external requirements °
Assessment of risks °

Manage projects

Management of quality ® ° °

Acquire and Implement (Program Development and Program Change)

Identify automated solutions

Acquire or develop application software °
Acquire technology Infrastructure °
Develop and maintain policies and ° °
procedures

Install and test application software and °

technology Infrastructure

Manage changes L4
Define and manage service levels ° °
Manage third-party services ° ° °
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° Manage performance and capacity ° °

COBIT Area COSO Component
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Deliver and Support (Computer Operations and Access to Programs and Data)

Ensure continuous service

® | Ensure systems security ° ° )

Identify and allocate costs

) Educate and train users ) )

Assist and advise customers

® | Manage the configuration ° °
® | Manage problems and incidents ° ° °
® | Manage data o )
® Manage facilities )
® | Manage operations ° °

Monitor and Evaluate (IT Environment)

° Monitoring ° °
° Adequacy of internal controls °
° Independent assurance ° °
° Internal audit g

MWA 2.3 1aaIANUFURUEIZH19 COSO 11ag COBIT

31: Cerullo (2005)
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